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Preface

Preface

Thank you for choosing Tenda! Please read this user guide before you start. This user guide instructs you to
configure the product G3.

Conventions

Typographical conventions in this User Guide:

Item Presentation Example
Menu [l The menu "Status" will be simplified as [Status] .
Continuous Menus > Goto [System] > [Live Users] .

Symbols in this User Guide:

Symbol Meaning

This format is used to highlight information of importance or special interest. Ignoring

Note this type of note may result in ineffective configurations, loss of data or damage to
device.
_ Tip This format is used to highlight a procedure that will save time or resources.

For More Documents

For more documents, please go to our website http://www.tendacn.com and search for the appropriate

product model to get the latest documents.

Technical Support

If you need more help, please contact us with any of the following ways. We will be glad to assist you as soon as

possible.

Tenda website: http://www.tendacn.com

Global Hotline: (86) 755-27657180 Canada Hotline: 1-888-998-8966
United States Hotline: 1-800-570-5892 Email: support@tenda.com.cn
Technical Support: support@tenda.com.cn Website: http://www.tendacn.com

HongKong Hotline: 00852-81931998 Skype: tendasz
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Preface

Document Overview

The structure of the user guide is described as following:

Chapter

1 Product Overview

2 Device Installation

3 Internet Access Setup

4 Device Management

Appendix

Content

About router appearance, packaging, functional characteristics, etc.

About router installation steps and installation notes.

About steps for setting Internet access parameters of the router.

About the router management page and the use of the functions in the page.

About computer IP address settings, production specifications, FAQs, and

declaration on toxic and harmful substances.
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Product Overview

1.1 Overview

G3 are multi-WAN routers specially designed by Tenda for small and medium-sized enterprises and chain hotels.
Use a high performance processor with a dominant frequency up to 800 MHz, support a maximum of 4 WAN
ports, and integrate load balancing, flow control, and user authentication functions. Support IPSec/PPTP/L2TP
VPN, a maximum of 15 concurrent tunnels. In addition, provide the AC management function to manage all
models of APs of Tenda. G3 provides a 200-people standard device quantity and can manage up to 16 APs. Meet
the requirements of enterprises and hotels for establishing an efficient, safe and manageable network.

1.2 Main Features

o Default 2 WAN ports and 3 LAN ports.
. Support multi-WAN policies to effectively prevent network congestion.
e  Support intelligent bandwidth management to ensure rational use of network resources.

e  Support PPTP/L2TP server and client modes. The server mode is mainly deployed in an enterprise's

headquarters. The client mode is mainly deployed in an enterprise's branch.
e Support IPSec VPN service to ensure data integrity check, anti-data replay, and data encryption.
. Support AC function to manage APs in the network.

e Support the Captive Portal and PPPoE authentication functions that allow only legitimate users to have the

right to Internet access.

. Rich website classification libraries and APP application libraries to effectively control the staff's Internet

access behavior and improve the staff's work efficiency.
e  Support USB print and file sharing to simply set the sharing of printers and file servers in an enterprise.

e  Support software online upgrade.
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1.3 Appearance

1.3.1 Front Panel

USB

LED USB Port Link LED ActLED

Tenda
g'ogs UERIROR e Pwn‘ ! .. - use LAND WANZ/LANL Ez v&a WAND
1 I
PWR LED— |—RESET Button {
SYSLED — WAN/LAN Port

After the device is energized, the indicator states are described as follows:

Indicators Color
PWR Green
uUsB Green
SYS Green
Link Orange
Act Green

Description

Solid indicates normal power-on.

Off indicates abnormal power-on. Please check whether the power cord is loose.

Solid indicates that a USB device is connected.
Blinking indicates that a USB device and this USB port have data transmission.

Off indicates that no USB device is connected or connection is abnormal.

Blinking indicates that the system operates normally.

Solid or off indicates that the system fails.

Solid indicates that a device is connected to the port.

Off indicates that no device is connected to the port or connection is abnormal.

Solid indicates that there is no data transmission on the port.

Blinking indicates that there is data transmission on the port.
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Port and Button

RESET

usB

LANO

WAN3/LAN1,
WAN2/LAN2,
WAN1/LAN3

WANO

Description

In power-on state, press and hold the button with a spike for 8s and release it, and the

device will be restored to factory state.

USB3.0 Connects USB devices such as USB disks, mobile hard disks, and printers.

Intranet port that connects devices such as switches and computers.

Multiplexing for Intranet and Extranet ports.

¢ WAN3/LAN1 and WAN2/LAN are Intranet (LAN) ports by default.

¢ WAN1/LAN3 is an Extranet (WAN) port by default.

The router enables 2 WAN ports by default. If you need to modify the number of WAN

ports, please go to Network > Internet Setup and select the number of WAN ports.

Extranet port that connects Extranet cables. Extranet cables may be network cables
from ADSL, fiber, and cable television cats, or broadband network cables directly

provided by the broadband operator.

1.3.2 Rear Panel

Power Switch

Power Port

AC 100240 50/E0H2

*  Power port: Connects the power cord. Please use the supporting power cord in the product packing box for

connection.

*  Power switch: After the power cord of the device is connected, press this button for power supply to the

device.
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1.3.3 Label at the Bottom

www. tendacn.com
Made in China

QoS VPN Router

Model:G3

IP Address:192.168.0.252
(1) Username:admin c € F@ Ef
(2) Password:admin

[

Power:AC 100-240V 50/60Hz 0.7A @ P

kkkhkkhkkhkkhhkhkkkkkkkk*kx

(1): The login IP address for router. This IP address can be used to go to the web login page of this router.

(2): Default login user name and password, it can be used to go to the web login page of this router.

1.4 Package Contents

Unpack the package. Your box should contain the following items:

s I Q@ S ==

Router *1 Power cord *1 Ethernet cable*1

(s (o> (s ® O

L-shaped bracket *2 Screw *6 Rubber footpad sticker *4

T

o
Install Manual *1

If any item is incorrect, missing or damaged, please keep the original package and contact the vendor for
replacement immediately.
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Device Installation

2.1 Installation Notes

Follow the following notes to avoid device damage or personal injury due to improper use.

2.1.1 Safety Measures

. It is necessary to wear antistatic gloves in the installation process and the device must not be powered on.
. Use the power cord in the product packaging box for power supply to the device.

. Ensure that any input voltage range is consistent with the input voltage range indicated on the device.

. Ensure that the installation location of the device is well ventilated.

o Do not open or remove the device shell.

. Do not cut off the power supply when cleaning the device. Do not use any liquid to scrub the device.

. Keep the device away from power lines, electric lamps, power grids or any places where there is a potential

risk of touching a strong-current power grid.

Note

A tamper protection seal is attached to one installation screw on the device shell. When maintaining the device,
an agent must keep its seal intact. If you want to open the device shell, contact your local agent. Otherwise, you
are held liable provided that the device cannot be maintained due to unauthorized action.

2.1.2 Environmental Requirements

N Temperature and humidity requirements

Environment description Temperature Humidity
Operating environment 0°C ~40C 10% - 90% RH (non-condensing)
Storage environment -40°C ~70°C 5% - 90% RH (non-condensing)

A Cleanliness requirement

To avoid any electrostatic effect on normal action of the device, pay attention to the following: Keep room air
clean and regularly remove dust on the device. Perform correctly grounding of the device to ensure that static

electricity is transferred smoothly.
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Anti-lightning requirement

To avoid any damage to the device due to strong transient current generated from thunder and lightning, take

the following lightning protection measures:
. Confirm that the power socket, rack, and worktable contact the ground well.

e The cabling shall be reasonable to avoid inducing lightning internally. When outdoor cabling is required, it is

recommended to use the signal lightning arrester.

N Requirements for the mounting table

Regardless of whether the device is installed in the rack or other work tables, pay attention to the following:
o  Confirm that the rack or work table is stable and firm.

. Keep well ventilated. Leave 10 cm heat dissipation space around the device.

o Do not place any weight on the device.

o  The vertical distance between devices shall not be smaller than 1.5 cm during rack installation.

2.1.3 Preparing Installation Tools
The following installation tools may be used in the device installation process. Please prepare them.

/ﬂ

Antistatic gloves Phillips screwdriver

2.2 Installing the Router

This device supports rack installation and tabletop installation. Please select a suitable installation mode

according to your installation environment.

2.2.1 Rack Installation

The device is provided with L-shaped supports and screws and supports standard 19-inch rack installation.
Step 1: Ensure that the rack is stable and grounded.

Step 2: Fix two L-shaped supports on both sides of the device respectively with screws provided in the packaging

box.

[ ] Tenda 3 f
- & o rouner T p— @ Q' i @ @ K : - -

-8-
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Step 3: Fix the device on the rack with screws (provided by the user).

(J (]
(] (]
L (]
() (]
(J (]
Tenda B
- gstPN Router :::: o m [;I IE' I:uniw; ‘g Ie;:] n
'

/ /]
v 4 / - d / S
= d O

2.2.2 Tabletop Installation

If the user does not have a 19-inch standard cabinet, the tabletop installation mode can be used.

Step 1: Place the device on the tabletop with the bottom upward and paste 4 foot pads into the round groove at
the bottom of the shell.

|
= ]
— —
[ ENNUINYM  cwwl/Nwm  TNWUENWmM [ asn o 1910y Ndp SO0 . W!",‘u",':"l
Ty e w= = = |1
= E } P 'L :.:1:',"!‘""
epuaL ||

-
/
T

Tenda

e . as s s 2z
sysg B

G3 pwag @ Reser ‘i‘ IE Iil Ei E

QoS VPN Router usa Lans

WANI/LANL  WANI/LANZ  WANL/LANI WAND

0

2.3 Connecting the Router

Step 1: Connect the Extranet cable to the WAN port of the device.
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/)

Step 2: Connect switches and other network devices (such as APs, servers, and computers) with network cables.
After checking that the network topological graph is correct, connect the router to the power socket with the

power cord in the product packaging box and press the power switch to power on the router.

Router

AP | —

Server

-10 -



3

Internet Access Setup

Step 1: Log in to the router management page

Step 2: Set Internet access parameters




Internet Access Setup

Step 1: Log in to the router management page

Step 1: Set the local connection of the computer to obtain an IP address automatically and Obtain DNS server

address automatically. For detailed steps, refer to 1 Configure your computer.
rInternet Protocel Version 4 (TCP/IPvd) Properties mw

General | Alternate Configuration

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IP address:

IP address:
Subnet mask:

Default gateway:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:
Preferred DMS server:

Alternate DS server:

Validate settings upon exit

[ oK ]’ Cancel ]

s 4

Step 2: Open the browser on the computer, enter 192.168.0.252 in the address bar, and press Enter on the
keyboard.

Step 3: Go to the web login page of the device. Enter the user name admin and password admin, and click Login.

[4 Tenda | Login X

C | [ 192.168. 0. 252/1ogin. asp L A

-

Tenda

admin

Forgot your password?»

_ Tip
If you cannot log in to the router management page, refer to Question 1 of FAQs.

You will successfully go to the web management page of the device.

-12 -
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& Network Internet Setup ?

Internet Setup

WAN Parameters

LAN Setup

Port Mirroring l_l‘ Lm Lm Lw l—l‘

Static Route LAND LANL LANZ WANL WAND

Hotel Mode LAN Mode WAN Mode
S Filter Management

WAND Connection Type: * ADSL DynamicIP 0 StaticIP
74 Bandwidth Control
PPPoE Username: admin
&l wpN
PPPoE P i eeeee
@ Security o Fasswor
8 AC Management Link Speed: Uplink: Mbps Downlink: Mbps
5 Captive Portal Connection Status:  No response from server
% PPPOE Authentication WANL Connection Type: ADSL @ DynamicIP O StaticIP
B virtual Server Link Speed:  Uplink: Mbps Downlink: Mbps
& UsB
Connection Status: Disconnectad

B, Maintenance
o SeiEm 0K Cancel

Step 2: Set Internet access parameters

Set Internet access information. Select one connection method from Methods 1, 2, and 3 according to actual
situations. Try to surf the Internet after settings are finished.

Click [Network] to go to the Internet Setup page.

_ Tip

e This router provides 2 WAN ports by default. Take WANO settings as an example below. WAN1 port settings
are consistent with WANO port settings.

*  The default connection method of the router WANO is ADSL. The default connection method of WAN1 is
Dynamic IP.

¢ All Internet access setting parameters are provided by the broadband operator. If you have any question,
consult your broadband operator.

* If there is any prompt dialog box appearing in the setting process, take corresponding measures according
to the contents of the prompt dialog box.

-13-
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Method 1: There is a broadband user name and password provided by operators such as China Telecom and
China Unicom. The connection method is ADSL. Perform settings by referring to the figure below.

Internet Setup ?

WAN ports WAN ports: 2 v

LAND LANL LANZ WANL WAND
| | |
LAN Mode WAN Mode

WAND f \

Connection Type: ® ADSL DynamicIP O StaticIP

PPPoE Username: zhangsan

FPPoE Password: sssssens

K Link Speed: Uplink: 10 Mbps Downlink: 2 Mb@
Connection Status: Connected
WAN1L Connection Type: ADEL ® DynamicIP O StaticIP
Link Speed: Lplink: Ml bps Downlink: MW bps
Connection Status: Disconnacted
oK Cancel

Configuration steps:
Connection Type: Click to select ADSL.

PPPoE Username/Password: Enter the broadband user name and password information provided by
operators such as China Telecom and China Unicom.

Operator: Select an operator that handles the broadband.

Line Bandwidth: Enter the size of broadband.

00 OO0

Click OK to finish settings.

Wait a moment. When Connection Status is displayed as Connected, you can try to surf the Internet.

-14 -



Internet Access Setup

Method 2: For users whose computers need only to be connected with a broadband network cable for Internet

access when the router is not used, the connection method is Dynamic IP. Perform settings by referring to the

figure below.

Internet Setup

WAN ports WAN ports: 2 A
LAMND LAN1 LAaNzZ WANL WAND
LAN Mode WAN Muode
WAND Connection Type: ADSL ® Dynamic P O StaticIF
Link Speed: Uplink: 10 Mbps Downlink: 2 Mbps
Connection Status: Connected
WAN1 Connection Type: ADSL @ DynamicIP O Static IP
Link Speed: Lplink: Mbps Downlink: hbps

Connection Status:

Configuration steps:

Disconnected

OK Cancel

0 Connection Type: Click to select Dynamic IP.

G Operator: Select an operator that handles the broadband.

e Line Bandwidth: Enter the size of broadband.

O Click OK to finish settings.

Wait a moment. When Connection Status is displayed as Connected, you can try to surf the Internet.

-15-
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Method 3: For users who have fixed IP addresses provided by operators for Internet access, the connection

method is Static IP. Perform settings by referring to the figure below.

Internet Setup

WAN ports WAN ports: 2 v
& & & & &
LAND LANL LANZ WANL WAND
| LAN !\dode | W
WAND @nectron Type: ADSL Dynamic [P ® Static [P \
IF Address:
Subnet Mask:
Default Gateway:
Preferred DNS:
Alternate DNS:
K Link Speed: Uplink: fbps Downlink: Mbpj
Connection Status: Connecting..
WANT Connection Type: ADSL @ Dynamic [P Static [P
Link Speed: Uplink: fbps Downlink: Mbps

Connection Status:

Disconnected

QK

Cancel

Configuration steps:
Connection Type: Click to select Static IP.

IP Address, Subnet Mask, Default Gateway, and Preferred/Alternate DNS: Enter fixed IP address
information provided by the broadband operator.

Operator: Select an operator that handles the broadband.

Line Bandwidth: Enter the size of broadband.

00 o000

Click OK to finish settings.

Wait a moment. When Connection Status is displayed as Connected, you can try to surf the Internet.

-16-
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Device Management

4.1 Overview of Page

Go to the management page of the router. The web management page is divided into three parts: primary

navigation bar, secondary navigation bar and configuration area, described as follows.

& Network Internet Setup

Internet Setup

WAN Param

LAN Setup

Port Mirroring ‘.l .Ml .Ml .Ml '.l

Static Route LAND LANL LANZ WANL WAND

Hotel Mode LAN Mode WAN Mode
& Filter Management

WAND Connection Type: ® ADSL 0 DynamiclP O Stafic [P
#2 Bandwid |
PPPoE Username: admin
£ vPN
PPPoE P d ares
&) Security OF Haswor
& AT Management Link Speed: Uplink: hbps Downlink: Mbps
5 Captive Portal Connection Status: Mo response from server
6% PPPOF Authentication WAN1 Connection Type:  © ADSL @ Dynamic [P O Static IP
B Virtal Server Link Speed: Uplink: M bps Downlink: M bps
& uss
Connection Status: Disconnected

&, Maintenance

Syst
L S oK Cancel

S/N Name Description
The navigation bar organizes the router's menu of all functions in the form of a
Primary

Navigation bar

Secondary

Navigation bar

Configuration

area

navigation tree. You can choose the function menu from the navigation bar with

selection result shown in the Secondary area.

The navigation bar organizes the router's menu of all functions in the form of a

navigation tree. You can choose the function menu from the navigation bar with

selection result shown in the configuration area.

The area for users to configure and view.

Commonly used buttons and links

S/N Name

(0]4

Cancel

Description

Click the button to apply your settings.

Click the button to cancel or clear the settings you are editing.

Click this link to back to the router login page.

-19-
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4.2 Network

Network includes the following contents:
Internet Setup: Set router Internet access information.

WAN Parameters: Modify WAN port parameters including WAN Speed, MTU, and MAC Address.

LAN Setup: Modify relevant parameters of LAN IP and DHCP server.
Port Mirroring: Set the router port mirroring function.
Static Route: View router route forwarding information and configure static routing.

Hotel Mode: Enable/Disable the router hotel mode. It is generally used for hotels. It allows you to set any IP
address for clients in the router to surf the Internet.

4.2.1 Internet Setup

After setting Internet access parameters and logging in to the router web page, you will automatically log in to the
Internet setup page. You can also click [Network] to go to the Internet Setup page. For detailed configuration
steps, refer to Step 2: Set Internet access parameters.

@ Network Intemet Setup 7

Internet Setup

WAN Parameters

LAN Setup

Port Mirroring u- UM UM LM |_|.

Static Route LAND LANI LANZ WANL WAND

Hotel Mode LAN Mode WAN Mode
S Filter Management

WAND Connection Type: ® ADSL O DynamicIP O StaticIP
#2 Bandwidth Contral
PPPoE Username: admin
& VPN
PFPoE Password:
¢ Security
OAT Management Link Speed: Uplink: M bps Downlink: M bps
E Captive Fortal Connection Status:  No response from server
% PPPOE Authentication WAN Connection Type: ) ADSL @ Dynamic [P O Static [P
B Virtual Server Link Speed: Uplink: Mps Downlink: Mbops
@ uss
Connection Status: Disconnected

%, Maintenance
e SEEm QK Cancel

-20-
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Parameter description in the page:

Parameter

WAN ports

Connection Type

PPPoE Username and

PPPoE Password

IP Address, Subnet
Mask, Default
Gateway, and
Preferred/Alternate

DNS

Description

Set the number of WAN ports and view RJ45 port status (connection status. The role is
WAN or LAN port). The device enables 2 WAN ports by default. After the number of

WAN ports is modified, the RJ45 port status diagram will also be changed as follows:

WAN ports: 2 r

™y ™ ™y ™y ™

LAMND LAaMN1 LaMNZ WANT WAND

LAN Mode WAN Mode
t—j indicates that the port connection is normal.‘—J indicates that no device is
connected to the port or connection is abnormal.
Router connection method. Three connection methods are described as follows:

*  ADSL: Broadband operators such as China Telecom and China Unicom provide a
PPPoE username and password. When surfing the Internet without using the

router, you need to perform dial-up access on the computer.

*  Dynamic IP: Broadband operators such as China Telecom and China Unicom do
not provide any Internet access information. When surfing the Internet without
using the router, you can surf the Internet by connecting the computer with a

broadband network cable.

e Static IP: Broadband operators such as China Telecom and China Unicom a fixed IP
address. When surfing the Internet without using the router, you need to set a

static IP address on the computer for Internet access.

Valid when the connection method is ADSL. Consult your broadband operator.

Valid when the connection method is Static IP. Consult your broadband operator.

-21-
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Parameter

Line Bandwidth

Connection Status

Description

Handle the size of bandwidth. Consult a corresponding broadband operator.

A Note

If this item is empty, it will affect the "Intelligent Bandwidth Control" and "Smart Load
Balancing" functions. Please fill in it.
Display the connection status of a WAN port. The states mainly include:

e Connected or authenticated: The router has been successfully connected to the

Internet.
e Connecting...: The router is being connected to the Internet.

. Disconnected: Disconnection or connection failure. Please check Internet access

information or consult a corresponding broadband operator.

If other status information is displayed, take corresponding measures according to the

prompt message about connection status.

4.2.2 WAN Parameters

If you cannot access the Internet after performing Internet setup, you can solve this problem by modifying WAN
parameters. Click [Network] > [WAN Parameters] to go to the configuration page.

& Network

Internet Setup

WAN Parameters

LAN Setup
Fort Mirroring
Static Route

Hotel Mode
&y Filter Management
#2 Bandwidth Control
& PN

4 Security

& AC Management
5 Captive Portal

% PPPoE Authentication

WAN Parameters ?
WAND WAN Speed: Auto -
MTL: 1500 -
MAT Address: Cefault MALC -

Default MAC:CEZ A3 507ADSL

WAN1 WAN Speed: Auto -
MTL: 1500 -
MAT Address: Cefault MALC -

Default MAC:CEZ A3 5:07ALS2

oK Cancel

Configuration steps for MAC address clone:

o MAC Address: Click the dropdown list and select Clone Local MAC or Manual Input. Enter a MAC address to
be cloned in the MAC input box when selecting Manual Input MAC.

@ Click OK.
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- Tip
Please use a correct MAC address to perform the clone action! A correct MAC address is a MAC address of a

computer on which a technician performs commissioning to surf the Internet during broadband installation.

Parameter description in the page:

Parameter Description

WAN Speed Router WAN port speed. The default is Auto. Do not change it unless necessary.

Maximum transmission unit. It is the maximum packet transmitted in the network device. It

MTU
is recommended to maintain the default setting.
MAC address of the WAN port. If the router cannot be connected to the Internet after
perform "Internet Setup", the reason may be that the broadband operator binds Internet
access information to a MAC address. At this point, perform MAC address clone and try to
surf the Internet.

Mac Address Current MAC: Current MAC address of the router’s WAN port.

¢ Default MAC: Set the MAC address of the router WAN port to the factory default.

*  Clone Local MAC: Clone the MAC address of the computer that logs in to the router to
the router’s WAN port.

*  Manual Input: Manual enter a MAC address to be cloned to the router WAN port.

4.2.3 LAN Setup

This section describes how to set the IP address and DHCP server parameters of the router LAN port. Click

[Network] > [LAN Setup] to go to the configuration page.
The LAN port IP address is a management IP address of the router.

The DHCP server can automatically assign Internet access information such as IP address, subnet mask, gateway,
and DNS to clients that are successfully connected to the router. If this function is turned off, you can surf the
Internet only by manually configuring IP address information on the client. Keep the DHCP server enabled in the

absence of exceptional circumstances.
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@ Network LAN Setup 7

Internet Setup
LANTP LANIP: | 1921680.252
WAN Parameters

Port Mirroring

Static Route

DHCP Senier DHCP Server: @ Enable O Disable
Hotel Mode
& Fllter Management StartIP: 192.168.0, 100
A4 Bandwidth Control EndIp: 192.168.0. 200
& veN Lease Time: 30 minutes v
@ Security
Preferred DNS: 192.168.0.252
& Ac Management
Alternate DNS: {Optional)
P4 Captive Portal
&% PPPoE Authentication
oK Cancel

B wirtual Server
@ uss

¥, Maintenance

Configuration steps for modifying a LAN port IP address:
o LAN IP: Modify an IP address such as 192.168.10.1.
@ Click OK.

After clicking OK, wait a moment. After the progress bar is over, if login fails, ensure that the method for
obtaining a computer IP address is Obtain an IP address automatically. Repair a computer IP address. Retry using
a new IP address.

Steps for setting DHCP server parameters:
€D DHCP Server: Click Enable.

e Start /End IP: Set the last bit of start and end IP addresses that are automatically assigned to the client by
the DHCP server.

€ Click OK.

_ Tip

1. The router enables the DHCP server function by default. After this function is disabled, you must manually
set IP address information for every client under the router.

2. If there is no professional advice, maintain the default settings of the DHCP server to avoid any effect on
normal Internet access.

4.2.4 Port Mirroring

Overview

Port mirroring is to copy packets of one or more ports to one monitoring port of the device. The network
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administrator may perform network monitoring and troubleshooting using these detected data.

Topological graph for port mirroring:

Internet

L Mirroring port
-l

Data monitor

This device supports monitoring communication of other ports (mirrored ports) through the LANO port (mirroring
port). Click [Network]>[Port Mirroring] to go to the configuration page. The port mirroring function is disabled
by default.

& Network Port Mirroring ?

Internet Setup
Port Mirroring: * Enable Disable
WAN Parameters

LAN Setup Mirroring portt LAND

Miroredpere 5 LANL 5 LW2E WANL 5 e
Statfc Route

Hotel Mod
otel Mode oK Cancel

Sy Filter Management

Parameter description in the page:

Parameter Description

Port

Enable/Disable the port mirroring function. The default is Disable.
Mirroring
Mirroring Monitoring port. Clients under this port must be installed with monitoring software.
port The default is LANO and cannot be changed.
Mirrored Mirrored port. After the port mirroring function is enabled, packets of a mirrored
port port will be automatically copied to the a mirroring port.

Example of port mirroring

B Example: An enterprise purchases a G3 enterprise router to establish a network. Recently, the network in the
company is abnormal so that Internet access often fails. The port mirroring function can be used to capture
WAN and LAN port data for analysis. Monitoring software is installed on the computer under LANO. Other

ports are set to mirrored ports.
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The reference application scenario is as follows:

o

o Router
! =

s
PC ( Monitoring software is installed )

Switch

i i
=) )
A [
PC PC

Configuration steps:
o Port Mirroring: Click Enable.

9 Mirrored port: Click to select monitored ports such as LAN1, LAN2, WAN1, and WANO.

€ Click OK.

Port Mirroring

Fort Mirroring: ® Enahkle © Disable

Mlirroring port: LAND

Mirrored port: # LANT W LANZ # WANT & WAND

014 Cancel

After settings are finished, the computer installed with monitoring software (connected to the LANO port of the

router) can monitor packets of other ports.

4.2.5 Static Route

Overview

Routing is a behavior to select one optimal path to transmit data from a source address to a destination address.
Static route is a special route manually configured. It is characterized by simpleness, high efficiency, and reliability.
A suitable static route may reduce route selection problems and the overload of route selection data stream and
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increase the packet forwarding speed.

Click [Network] > [Static Route] to go to the configuration page.

@ Network Static Route ¢

Internet Setup

Static Route +Add a new static route

WAN Parameters
LAN Setup Destination Network Subnet Mask Gateway Interface Action

Port Mirroring No datal

Static Route

Hotel Mode
5 Filter Management Route table Destination Network Subnet Mask Gateway Interface
2 Bandwidih Control 0.0.0.0 0.0.0.0 192.108.3.1 WAND
152.168.00 255.255.255.0 0.0.0.0 LAN
El vPN
19216830 255.255.255.0 0.0.00 WAND
) Security
192.168.100.0 255.253.255.0 182.168.3.10 WAND
& AC Management
5 Captive Portal
Parameter description in the page:
Parameter Description
Static Route Manually add a static route.

Current route table information of the router, including default routes and added static

Route table
routes.
Destination L .
Destination network address, i.e. IP address where packets reach.
Network
Subnet Mask Subnet mask of a destination network address.
Gateway Entry IP address of the next-hop route after packets leave from a router port.
Interface Port where packets leave from the router. Select a corresponding WAN port as needed.

Example of static route

B Example: An enterprise purchases a G3 enterprise router to establish a network. The Intranet and Internet
are located in different networks. The router has been connected to the Internet through the WANO port and
to the Intranet through the WAN1 port. Now, it must be realized that the client under the router needs to

access both the Internet and Intranet. This can be by achieved by setting a static route on the router.

Assume that basic information is as follows:

Intranet information assigned by the company:

IP Address 192.168.58.190 (CREBLE 192.168.58.1

Subnet mask 255.255.255.0 Master DNS - 192.168.58.1
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Internet access information assigned by the company:

Username tenda

Password tenda

Intranet server information is as follows:
IP Address 172.16.0.0

Subnet mask 255.255.0.0

The reference topological graph is as follows:

Router

[
PC

Tl
192.168.58.1 TJ

e B R

mi ] L sm

R T R
PC PC

Configuration steps:

Step 1: Set a WAN port according to information assigned by the company (The Internet is connected to the
WANO port. The Intranet is connected to the WAN1port), as shown in the figure below. For detailed configuration

steps, refer to Step 2: Set Internet access parameters.
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Internet Setup

WAN ports WAN ports: 2 v
& & & & &
LAND LAN1 LANZ WANL WAND
| | |
LAN hMode WAN hode
WAND Connection Type: » ADSL Dynamic [P 0 Static [P
PPPoE Username: tenda
PPFoE Password: venee
Link Speed: Uplink: 10,0 Mbps Downlink: 2.0 Mbps
Connection Status: Connected
WAN1 Connection Type: ADSL Dynamic IF ® Static [P
IF Address; 192.166.56.190
Subnet Mask: £255.255.255.0
Default Gateway: 162.168.58.1
Preferred DNS; 192.166.536.1
Alternate DNS:
Link Speed: Lplink: 10 Mbps Downlink: 2
Connection Status; Connected
QK Cancel
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Step 2: Set static router rules.

. +Add a new static route
@ Cclick .

Static Route ?

Static Route +Add a new stafic route

Destination Network Subnet Mask Gateway Interface Action
Mo datal
e Set static router rules.
¢ Destination Network/ Subnet Mask: Enter a destination network address and subnet mask.
*  Gateway: Enter a gateway address to the Intranet.
¢ Interface: Select a router port that a destination network is connected to.
¢  Click OK.

Add a new static route

Destination Network: 172.16.00

Subnet Mask: 255.255.0.0
Gateway: 182.168.58.1
Interface: WAND & WANT

(014 Cancel

After settings are finished, newly added static router rules will be displayed in the route table.
Static Route 7

Static Route +Add a new static route

Destination Network Subnet Mask Gateway Interface Action
172.16.0.0 255.255.0.0 192.168.58.1 WARN 1 W
Route table Destination Network Subnet Mask Gateway Interface

0.0.0.0 0.0.0.0 192.1683.1 WANO
172.18.20.0 255.235.255.0 0.0.00 WAN1
192.168.0.0 255.255.255.0 0.0.0.0 LAN
192.168.3.0 255.235.255.0 0.0.00 WANO
172.16.0.0 255.255.0.0 152.168.58.1 VAN 1
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4.2.6 Hotel Mode

The client under the router can generally surf the Internet by obtaining an IP address automatically or by
manually setting correct IP address, gateway and DNS information. However, a hotel generally has a great flow of
people. The configurations of computer network cards of many customers are different. Some computers obtain
an IP address automatically. Some computers have an IP address that has been statically set. In addition, many
customers do not know how to configure a computer network card. In this case, hotel personnel must help them
to perform configurations and customers will also think that this is inconvenient.

To realize Internet access by plugging a network cable by customers, Tenda develops the hotel mode function.
After this function is enabled, customers can surf the Internet by plugging a network cable regardless of IP
address settings of customers' computer network cards, thus being convenient and simple.

_ Tip

When the hotel mode is enabled, it has no effect on Internet access of clients by obtaining an IP address
automatically. Clients in the LAN can also access the Internet by configuring any IP address (including IP addresses
other than IP groups), gateway, and DNS.

Click [Network] > [Hotel Mode] to go to the configuration page. The hotel mode is disabled by default.

& Network Hotel Mode ?

Internet Setup
Hotel Mode: Enable ® Disable

WAN Parameters
LAN Setup

L. oK Cancel
Port Mirroring

Static Route

Hotel Mode

&y Filter Management

A2 Bandwidth Control

E wPN
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4.3 Filter Management

Filter Management includes the following contents:

IP_ Group & Time Group: Set an IP group and time group. Applications such as Port Filter, Web Filter, and
Multi-WAN Policy will be used.

MAC Filter: Set limitations on a specified client from surfing the Internet.
Port Filter: Set limitations on a client from accessing a specified port.
Web Filter: Set application filter and QQ filter rules.

Multi-WAN Policy: Set WAN port policies of the router.

4.3.1 IP Group & Time Group

Overview

This section describes how to add an IP group and time group. Most filter management functions of this router

are set based on IP group and time group.

Click T[Filter Management] to go to the IP Group & Time Group configuration page.

@ Network IP Group & Time Group ?

Xy Filter Management . .
- Time Group Config +Add a new time group @ Delete

IP Group & Time Group

MAC Filter L) Group Name Day Time Action
Port Filter No datal
Web Filter

Multi-WaAN Palicy

A2 Bandwidth Control IF Group Config +Add anewlP group | Tl Delete

= ven Note: The IP excluded from the IP group will be forbidden from accessing the Internet.
@ Security I IP Group Name IP Action

& No datal

AC Management

&

Captive Portal

&% PPPoE Authentication
Virtual Server

UsB

Maintenance

v & ®m o

System
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Steps for Adding a Time Group

+Add a new time group

Click

IP Group & Time Group ?

Time Group Config +Add a new time group | [ Delete

Group Name Day Time Action

No datal

Set time group rule contents in the window that appears.

Add a new time group

Group Name: groupl 0 Set a name for this rule.
Time: 8 a0 |~ 18 |z 00
Cay: AlLL @ Custom L
y 9 Set specific time.
sun. 7 Mon, 4 Tye,
# \Wed. # Thu. #| Fri,
Lat. -
0] 4 Cancel
9 Click OK to finish settings.

Steps for adding an IP group

. +Add a new IP group
Click .

IP Group Config +Add a new IF group @' Delete
Note: The Iﬂxcluded from the IP group will be forbidden from accessing the Internet.

IP Group Name IP Action

Mo datal

Set IP group rule contents in the window that appears.

Add anew IP group

Group Name: groupl
o Set a name for this rule.
[P Range: 1892.168.0.2 ~ 192.166.0.100
e Set a specific IP address/range.
QK Cancel
9 Click OK to finish settings.
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4.3.2 MAC Filter

Overview

Computers and laptops that people often use have respective MAC addresses. You can control LAN clients' access
to the Internet through the MAC Filter function. MAC Filter has two access control modes: Allow_Internet and
Forbid_Internet.

Click TFilter Management] > [MAC Filter] to go to the configuration page.

Logout

@ Network MAC Filter ?

By Filter Management
MAC Filter: ' Enable @ Disable

IP Group & Time Group

MAC Filter

CK Cancel
Port Filter

Web Filter

Mult-WAN Palicy
Bandwidth Control
WPN

Security

AC Management
Captive Portal

PPPoE Authentication
Wirtual Server

B

Maintenance

¥ & m m B 7 B2 e I &

System

After the rule is set successfully, the page is shown in the figure below.
MAC Filter ?

MWAC Filter: ® Enable © Disable

+Add a new rule m Delete

[ Mode MAC Address Time Status Action

[ White List CC3A6171:1B6E groupl Enabled QLW

¥ Allow the hosts excluded from the list or disabling the rule to access the Internet.

10].4 Cancel
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Parameter description in the page:

Parameter

MAC Filter

+Add a new rule

@ Delete

Mode

MAC Address

Time

Status

Action

Allow the hosts
excluded  from
the list or
disabling the rule
to access the

Internet.

Description

Enable/Disable the MAC filter function. The default is Disable.

Click this button to add a MAC filter rule.

Click this button to delete a selected rule.

o White List: Allow a device with this MAC address to access the Internet.

e Black List: Forbid a device with this MAC address from accessing the

Internet.

MAC address of client device.

Time to forbid or allow a corresponding device in the list to access the

Internet.

Current status of a rule, including Enabled and Disabled.

Perform the enable/disable, edit, and delete actions on a rule.

*  When this item is enabled, all devices excluded from the list or disabling

the rule in the list can access the Internet.

*  When this item is disabled, only the rule in the list is valid and all devices
excluded from the list or disabling the rule in the list cannot access the

Internet.

-35-



Device Management

Example of MAC filter

B Example: An enterprise uses a G3 enterprise router to establish a network. The staffs are forbidden from
surfing the Internet in office hours, but recruiters are allowed to do so in office hours (8:00 - 18:00). This can

be achieved through the MAC filter function. The MAC address for Internet access is CC:3A:61:71:1B:6E.

Configuration steps:

Step 1: Set a time group (8:00 - 18:00) as follows. For detailed configuration steps, refer to Steps for adding a time

roup.

Add a new time group

Group Mame: groupl
Time: ] 0~ 18 ;00
Dray: ALL ™ Custom
Sun. # Man. + Tue.
# Wed. * Thu. | Fri.
tat.
0].4 Cancel

Step 2: Enable the MAC filter function.

Click Enable and OK.

MAC Filter ?

MALC Filter: ® Enable Disable

+Add a new rule @ Delete

Mode MAC Address Time Status Action

No datal

¥ Allow the hosts excluded from the list ar disabling the rule to access the Internet.

0].4 Cancel
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Step 3: Set MAC Filter rule contents.

+Add a new rule

Click

MAC Filter

MAC Filter: ® Enable Disable

+Add a new rule @ Delete

Mode MAC Address Time Status

Mo datal

7 Allow the hosts excluded from the list or disabling the rule to access the Internet.

oK Cancel

Set rule contents in the window that appears.

Add anewrule

Action

Filter Type: ® Allow access to the Internet @

Forbid access to the Internet

Click to select Allow access
to the Internet.

Click the dropdown list to

Time Group: groupl v (2]

(3]

select a corresponding time
group.

MAC Address: CCaARLF1I:ABRE

Ok Cancel

Enter corresponding MAC
address information.

Click OK.

Step 4: Back to the MAC Filter page, disable Allow the hosts excluded from the list or disabling the rule to access

the Internet, and click OK.

MAC Filter

MAC Filter: ® Enable Disable

+Add a new rule @ Delete

Mode MAC Address Time Status

White List CC3AR171IBRE groupl Enabled

DAIIOW the hosts excluded from the list or disabling the rule to access the Intermet.

OK Cancel
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4.3.3 Port Filter

Overview

Network protocols involved by many services in the Internet have specific port numbers.0-1023 are the port
numbers of typical ports. These port numbers are generally assigned to specific services. To facilitate further
management on clients in the LAN, the access of clients in the LAN to some ports in the Internet can be controlled

by setting the port filter function.

Click T[Filter Management] > [PortFilter] to enter the configuration page.

& Network Port Filter ?

& Filter Management
Port Filter: 0 Enable ® Disable

IP Group & Time Group

M AC Filter

OK Cancel
Port Filter

Web Filter

Multi-WAN Policy
A2 Bandwidth Control
& wpN

@ Securlty

| AC Management

5 Captive Portal

% PPPOE Authentication
B wirtual Server
8 uss

%, Maintenance
J'v.

System

After the rule is set successfully, the page is shown in the figure below.

Port Filter ?

Port Filter: ® Enable ' Disable

+4dd a new rule m Delete |Note thatif rules are repeatedly set, the first set will work.

O IP Group Time Group Port Protocol Status Action
1 groupl groupl 80~80 All Enabled @ f m
oK Cancel
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Parameter description in the page:
Parameter Description
Port Filter Enable/Disable the port filter function. The default is Disable.
+Addanewrule  Click this button to add a port filter rule.
W Delete Click this button to delete a selected rule.
IP Group IP group where the rule is valid.

Time when the rule is valid, i.e. time to forbid a device corresponding to an IP

Time Group . - .
group in the rule to access a specified service.
Port Port number of an unaccessible service.
Protocol used by an unaccessible service. It is recommended to maintain the
Protocol .
default settings.
Status Current status of a rule, including Enabled and Disabled.
Action Perform the enable/disable, edit, and delete actions on a rule.

Example of port filter

B Example: An enterprise uses a G3 enterprise router to establish a network. Computers with IP addresses
192.168.0.2-192.168.0.100 in the LAN cannot browse a web page at 8:00-18:00 (office hours) of Monday to
Friday. (The port for the service of browsing a web page is 80 by default.)

Configuration steps:

Step 1: Set a time group (8:00 - 18:00) as follows. For detailed configuration steps, refer to Steps for adding a time

roup.

Add a new time group

Group Mame: groupl
Time: ) o0~ 18 0o
Cray: ALL = Custom
sun. < Mhon. # Tue,
# Wed. # Thu. #I Fri.
Sat.
0].4 Cancel
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Step 2: Set an IP group (IP field is 192.168.0.2-192.168.0.100) as follows. For detailed configuration steps, refer to
Steps for adding an IP group.

Add anewIP group

Group Name: groupl
[P Range: 192.168.0.2 ~| 192.166.0.100
oK Cancel

Step 3: Enable the Port Filter function.

Click Enable and OK.

Port Filter 7

Port Filter: * Enable Dizable

+4dd a new rule Delete |Note thatif rules are repeatedly set, the first set will work.

1 IP Group Time Group Port Protocol Status Action

No datal

014 Cancel

Step 4: Set Port Filter rule contents.
+Add a new rule
@ Cclick .
Port Filter ?

Port Filter: ® Enable Disable

+4dd a new rule Delete |Note thatif rules are repeatedly set, the first set will work.

1 IP Group Time Group Port Protocol Status Action

Mo datal

(0.4 Cancel
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o Set rule contents in the window that appears.
* IP Group. Time Group: Click the dropdown list and select a corresponding IP.
*  Ports: Set a service port unaccessible for the LAN that may be a single port or port segment.
*  Protocol: Set a protocol used by a forbidden service. It is recommended to maintain the default settings.

*  (Click OK to finish settings.

Add anewrule

[P Group: groupl v

Time Group: groupl v
Forts: &0 ~ 80

Protocol: Both v
oK Cancel

The rule addition is finished, as shown in the figure below:

Port Filter ?

Port Filter: ® Enable Disable

+Add a new rule Delete |Note thatif rules are repeatedly set, the first set will work.

IP Group Time Group Port Protocol Status Action
groupl groupl B0~80 All Enabled @ f @'
OK Cancel
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4.3.4 Web Filter

Overview
This describes how to set the web filter function. This router can forbid any specified client in the LAN from using
any specified applications such as communication software, video software, and music software.

Click T[Filter Management] > [Web Filter] to go to the configuration page. You must define a website before
performing filter settings.

@ Network Web Filter ?
& Filter Management
Web Filter: ) Enable ® Disable
IP Group & Time Group
MAC Filter
oK Cancel

Port Filter

Web Filter

Multi-WAN Palicy
Bandwidth Control
VPN

Security

AC Management

F 2 & B &

Captive Portal
PPPoE Authentication

Virtual Server

o jm S

USB

After the rule is set successfully, the page is shown in the figure below.

Web Filter ?

Web Filter; ® Enakble O Disable

+Add a new rule @ Delete

[ IP Group Time Group Classification Status Action

1 groupl groupl wieb Enabled QLW

Web Classification

wah +Mew

0].4 Cancel

Parameter description in the page:
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Parameter

Web Filter

+Add a new rule

@ Delete

IP Group

Time Group

Classification

Status

Action

+Mew

Description

Enable/Disable the web filter function. The default is Disable.

Click this button to add a web filter rule.

Click this button to delete a selected rule.

IP group where the rule is valid.

Time when the rule is valid, i.e. time to forbid a client corresponding to an IP group in

the rule from using a specified application.

Application that is forbidden from being used by a device corresponding to an IP

group.

Current status of a rule, including Enabled and Disabled.

Perform the enable/disable, edit, and delete actions on a rule.

Add website contents.

-43-



Device Management

Example of web filter

B Example: An enterprise uses a G3 enterprise router to establish a network. Computers with IP addresses
192.168.0.2-192.168.0.100 in the LAN cannot access yahoo.com at 8:00-18:00 (office hours) of Monday to
Friday.

Configuration steps:

Step 1: Set a time group (8:00 - 18:00) as follows. For detailed configuration steps, refer to Steps for adding a time

roup.

Add a new time group

Group Mame: groupl
Time: b D00~ 18 o 00
Day: ALL ® Custom
Sun. # hon. + Tue.
v Wed. ¥ Thu. < Fri.
Lat.
QK Cancel

Step 2: Set an IP group (IP field is 192.168.0.2-192.168.0.100) as follows. For detailed configuration steps, refer to
Steps for adding an IP group.

Add anewIP group

Group Name: groupl
I[P Range: 192.168.0.2 ~| 192.166.0.100
oK Cancel
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Step 3: Set the Web Filter function.

Click Enable and OK to enable the Web Filter function.

Web Filter

Web Filter: * Enable Disable

+Add a new rule @' Delete

IP Group Time Group Classification Status

Nao datal

Web Classification

+Mew

10].4 Cancel

Add website contents to be filtered.

+Mew

Click

Web Filter

Web Filter: ® Enable Disable
+Add a new rule @ Delete
IP Group Time Group Classification Status

Mo datal

Web Classification

+Mew

oK Cancel

- 45 -

Action

Action



Device Management

Set rule contents in the window that appears.

New classification

Group Name: web (1)

20-character maximum for a group name

(2]

Set a rule name.

LJRI_|: (UELETAYET o YaloRutalan! yahoo (3]

0] 4 Cancel

Set a website to be filtered.

Set website description.

4]

The rule addition is finished, as shown in the figure below:
Web Filter

Web Filter: ® Enable Disable

+Add a new rule Delete

I IP Group Time Group Classification Status

Mo datal

Woeb Classification

wiah +Mew

9]¢ Cancel

Set website filter.

+Add anewrule

Click

Web Filter: ® Enable Disable

+Add a new rule @' Delete

I IP Group Time Group Classification Status

No datal

- 46 -
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Set filter rule contents.

e  Classification: Select an application type that is forbidden from being used by a client. When adding

IP Group. Time Group: Click the dropdown list and select a corresponding IP group and time group.

multiple websites, you can quickly select them through All and Invert.

e Click OK to finish settings.

Add a new rule

IF Group: groupl v
Time Group: groupl v
Classification: Select All Invert
ek
oK Cancel
After addition is successful, the page is shown in the figure below.
Web Filter
Web Filter: * Enable Disable
+Add anew rule @ Delete
IP Group Time Group Classification Status Action
groupl groupl web Enabled @ f @'
Web Classification
wie +Mew
10].4 Cancel
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4.3.5 Multi-WAN Policy

Overview

This section describes how to set a router WAN port policy. A router WAN port supports two operating modes:
Smart Load Balancing (Auto) and Custom. Click [Filter Management] > [Multi-WAN Policy] to go to the
configuration page.

@ Network Multi-WAN Policy ?
S Filter Management
MUl -WAN Policy: ® Smart Load Balancing

IF Group & Time Group Custom

MAC Filter

Port Filter

OK Cancel
‘Web Filter

Multi-WAN Policy

A2 Bandwidth Control

& vpN

) Security

* Smart Load Balancing: The system automatically searches a WAN port with the minimum traffic for

communication. It needs no manual intervention and automatically assign traffic.

e Custom: You can specify a specific WAN port against a specific source address according to actual need.
Example of custom

B Example: An enterprise uses a G3 enterprise router to establish a network. Broadband services provided by
both China Telecom and China Mobile are handled to meet enterprise network requirements. The Internet
has been successfully accessed. Multi-WAN policy settings can be performed to manage the network better.

Configuration steps:

Step 1: Add an IP group applied to this WAN policy. For example, the IP range is 192.168.0.2-192.168.0.100. For
detailed configuration steps, refer to Steps for adding an IP group.

Add anew IP group
Group Name: groupl
[P Range: 192.168.0.2 ~ 192.166.0.100
QK Cancel

Step 2: Set a WAN policy rule.
o WAN policy: Click to select Custom.

@ click oK
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€) Click Add a new rule.

Multi-WAN Policy

MU -WAN Policy: Smart Load Balancing

® Custom

+Add a new rule @ Delete

1 IP Group WAN Status Action

No datal

oK Cancel

0 IP Group: Click the dropdown list to select a corresponding IP group.
e WAN: Select a WAN port where the data traffic of the IP group passes.

( Click OK to finish settings.

Add anewrule

IP Group: groupl v
WAN: WAND @ WANT
014 Cancel

The rule addition is finished, as shown in the figure below:

Multi-WAN Policy

MAUIT-WAN Policy: Smart Load Balancing

® Custom

+Add a new rule @ Delete

1 IP Group WAN Status Action
[ groupl WAN1 Enabled QLW
oK Cancel
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4.4 Bandwidth Control

Overview

This section describes how to set the router traffic function. By setting corresponding limitation rules on various
data traffic, bandwidth control on data transmission can be realized so that limited bandwidth resources are
reasonably allocated to achieve the objective of effectively using the existing bandwidth. Click [Bandwidth
Control] to go to the configuration page.

@ Network Bandwidth Control 7
Filter Management

L g Caontrol Mode: ® Disable

A2 Bandwidth Control 0 Smart Bandwidth Control
0 Custom

E wen

@ Securlty
OK Cancel

& AC Management

5 Captive Portal

% PPPoE Authentication

* Disable: Disable the bandwidth control function.
*  Smart Bandwidth Control: The router smartly allocates bandwidth to a client according to actual situations.
e Custom: Manually set bandwidth for a client.

After the "custom rule" is set successfully, the page is shown in the figure below.

Bandwidth Control 7

Control Mode: 0 Disable

0 Smart Bandwidth Control

® Custom
+Add a new rule @ Delete
1 IP Group Time Group Concurrent session (one device) Mode Upload Download Status  Action
L groupl groupl 300 Exclusive 128KBfs 512KB/s Enabled @ f
4 | 3
IDefaults for unlimited host:
Max upload: &4 KB/s Max download: 256 KB s

Max concurrent session: 300

014 Cancel
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Parameter description in the page:

Parameter Description

IP Group IP group where the rule is valid.

Time when the rule is valid, i.e. time to forbid a client corresponding to an IP group in
Time Group ) - ]
the rule from accessing a specified website.

Concurrent session Maximum total number of connections used by every computer in a controlled IP

(one device) address range.

*  Shared: The sum of bandwidths of all IP addresses in a controlled address range is

an uploading/downloading rate set by the current rule.
Mode
*  Exclusive: Every IP address in a controlled address range applies an

uploading/downloading rate set by the current rule.

Uploading/Downloading rate of a client under a corresponding rule. 1 Mbps = 128 KB/s
Upload/Download

=1,024 kb/s
Status Current status of a rule, including Enabled and Disabled.
Action Perform the enable/disable, edit, and delete actions on a rule.

*  When this item is enabled, the bandwidth parameters of devices excluded from

Defaults for unlimited the list or disabling the rule in the list are "default parameters".

host: *  When this item is disabled, only the rule in the list is valid and no bandwidth of

devices excluded from the list or disabling the rule in the list is restricted.

Enabling smart bandwidth control

Click Smart Bandwidth Control and click OK.

Example of custom

B Example: An enterprise uses a G3 enterprise router to establish a network. The router LAN port IP address is
192.168.0.252. The subnet mask is 255.255.255.0. Bandwidth control on a client under the router needs to
be set so that the client has a fixed bandwidth. The IP address is 192.168.0.2-192.168.0.100. The time group
restricted for the broadband is 8:00-18:00.

Configuration steps:

Step 1: Set a time group (8:00 - 18:00) as follows. For detailed configuration steps, refer to Steps for adding a time

roup.
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Add a new time group

Group Name: groupl

Time: 8 o0~ 18 00
Dray: ALL = Custom
L Bun. ¥ M on, ¥ Tye,
1 Wed, # Thu. 1 Fri,
L 5at,
].4 Cancel

Step 2: Set an IP group (IP field is 192.168.0.2-192.168.0.100) as follows. For detailed configuration steps, refer to
Steps for adding an IP group.

Add anewIF group

Group Name: groupl
[P Range: 192.168.0.2 ~| 192.166.0.100
QK Cancel

Step 3: Click Custom and OK to enable the "Custom" function.

Bandwidth Control 7
Control Maode: Disable

Smart Bandwidth Control

® Custom

+Add a new rule @ Delete

I IP Group Time Group Concurrent session (one device) Meode Upload Download Status Action

No datal

[ Defaults for unlimited host:
Max upload: &4 KB/s Max download: 256 KB/s

MWax concurrent session: 300

0.4 Cancel
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Step 4: Set "Custom" rule contents.

+Add a new rule

Click

Bandwidth Control

Control Mode: Disable
Smart Bandwidth Control

® Custom

+Add a new rule @ Delete

IP Group Time Group Concurrent session (one device) Mode Upload Download Status Action

No datal

Defaults for unlimited host:
Max upload: &4 KB /s M ax download: 256 KB /s

Max concurrent session: 300

(0]:4 Cancel

Set rule contents in the window that appears.
* IP Group, Time Group: Click the dropdown list and select a corresponding IP group and time group.

*  Concurrent session: It is recommended to set this parameter to 300 in the absence of exceptional

circumstances.
*  Mode: Select Exclusive.
e Upload/ Upload: Set an uploading/downloading rate of a client.

*  Click OK to finish settings.
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Add anewrule

IF Group: groupl A\
Time Group: groupl v
Concurrent session {one device): 300
Mode: Shared @ Exclusive
Upload: 1786 KB /s
Download: 517 KB /s
QK Cancel

4.5 VPN

VPN includes the following contents:

PPTP/L2TP Client: The router as a client is connected to the server.

PPTP/L2TP Server: The router as a server allows a specified client to be connected to it.

IPSec: Establish an IPSec tunnel to implement VPN transmission.

Example of PPTP/L2TP configurations: Explain VPN application through the example of PPTP server/client.

Example of IPSec configurations: Explain VPN application through the example of establishing an IPSec tunnel.

VPN (Virtual Private Network) is a private network established on the public network (generally the Internet).
However, this private network logically exists only and has no actual physical line. Therefore, it is called VPN. VPN
technology allows employees in a branch to conveniently share LAN resources of other employees or the
headquarters without exposing these resources to users on the Internet.

VPN establishes a virtual private line between two sites using tunnel technology. It uses end-to-end
authentication and encryption to ensure data security. Tunnel protocols supported by this router include Layer 2
tunneling protocols PPTP and L2TP and Layer 3 tunneling protocol IPSec.

4.5.1 PPTP/L2TP Client

The PPTP/L2TP client supports connection from the VPN router client to the VPN router server. For example,
information simple and safe access between the branch and the headquarters is required. This can be achieved by
using the VPN server function in the router in the headquarters and the VPN client function in the router in the
branch.
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Click [VPN]

& Network

5 Filter Management
A2 Bandwidth Control

B veN

PPTP/LATP Client

PPTP/LZTP Server

IPSec

Security

AC Management
Captive Portal

PPPoE Authentication
Virtual Senver

UsB

Maintenance

5 & B jm % F B S

System

PPTP/L2TP Client

to go to the PPTP/L2TP Client configuration page.

PPTR/LZTP Client:

Ok Cancel

After PPTP/L2TP Client is enabled, the page is shown in the figure below.

PPTP/L2TP Client

PPTR/LZTP Client:

Type:
WWAN:

Seryer [P/Domain Name:

lsername:

Fasswaord:

Encryption:
YWEN Proxy:

Remote LAN:

Remote subnet mask:

Status:

® Enable © Disable

® PPTP Client 0 LZTP Client

®OWAND O WAN]

' Enable ® Disable

) Enable ® Disable

Disconnectead

oK Cancel
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Parameter description in the page:

Parameter

PPTP/L2TP Client

Type

WAN

Server IP/Domain

Name

Username/password

Encryption

VPN Proxy

Remote LAN

Remote subnet mask

Status

Description

Enable or disable the PPTP/L2TP client function. After this function is enabled, the

router is used as a VPN client.

Type of client that the router acts as, including PPTP Client and L2TP Client.

Select the current WAN port, i.e. the router port where the PPTP/L2TP client is

enabled.

Enter a VPN server IP address/domain name to be connected to,which is generally a
WAN port IP address of the remote VPN router as a server where the "PPTP/L2TP

Server" function is enabled.

Enter a username/password assigned to the PPTP/L2TP client by the VPN server.

Whether to enable data encryption. Server settings shall be consistent with client

settings.

When this function is enabled after a VPN rule is established, the client router can

surf the Internet through the server router.

LAN segment under the VPN server.

Subnet mask of LAN under the VPN server.

Display the connection status of the current VPN client.

4.5.2 PPTP/L2TP Server

The PPTP/L2TP server allows specified users to dial into the server. For example, simple and safe access between

the branch and the headquarters is required. This can be achieved by using the VPN server function in the router

in the headquarters and the VPN client function in the router in the branch.

Click [VPN] > [PPTP/L2TP Server]

to go to the configuration page.
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& Network PPTP/L2TP Server
4 Filter Management PPTP/L2TR Server Status: ) Enable @ Disable
A Bandwidth Control
= VN FPTP & LTF User +Add auser || W Delete
PRTP/L2TP Cllent
PPTP/LZTP Server ) Username Password Type Metwork Subnet Mask Remark Action
IPSec No datal
@ Security
& AC Management
Ok Cancel
B3 Captive Portal
% PPPoE Authentication
B virtual Server
& uss
B, Maintenance
M System
After PPTP/L2TP Server is enabled, the page is shown in the figure below.
PPTP{L2TP Server
PPTP/LZTP Server Status: @ Enable ) Disable
Type:  ® PPTP Server O LZTP Server
WAN: = OWAND O WANL
Encryption: O Enakble @ Disable
IF Poal: 10.1.0.100-200
Max Connections: 15
PPTP & L2TF User +Add auser T Delete
[ Username Password Type MNetwork Subnet Mask Rermark Action
[ admin admin Network 192.168.1.0 255.255.255.0 LW
oK Cancel
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Parameter description in the page:

Parameter Description
Enable/Disable the PPTP/L2TP server function. After this function is
Status
enabled, the router is used as a VPN server.
Type of server that the router acts as, including PPTP Server and L2TP
Type
Server.
Router port where the PPTP/L2TP server is enabled. The IP address of this
WAN
PPTP/L2TP Server port is "Server IP/Domain Name" information of the PPTP/L2TP client.
Whether to enable data encryption. Server settings shall be consistent
Encryption
with client settings.
IP Pool IP address field assigned to the PPTP/L2TP client by the server.
Max Maximum number of PPTP/L2TP clients that are allowed to be

PPTP/L2TP User

Connections

connected. The system fixes this maximum number to 15.

Set a user name/password assigned to the PPTP/L2TP client by the

Username/Pa
d server. Username and password used when the PPTP/L2TP client is

sswor

connected to the PPTP/L2TP server.

The client is a network or host. When the PPTP/L2TP client is a network,
Type

the LAN and mask of the PPTP/L2TP client must be set.

When the PPTP/L2TP client is a network, this item must be set. Set anlP
Network

Subnet Mask

Remark

Action

LAN of the PPTP/L2TP client.

When the PPTP/L2TP client is a network, this item must be set. Set a
remote subnet mask of the PPTP/L2TP client.

Description of this user. No description is displayed if it is not set when a

rule is set.

Perform the edit and delete actions on users.

4.5.3 IPSec

IPSec (IP Security) is the set of a series of services and protocols that protects end-to-end communication security
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and prevents any network attack in the IP network. Click [VPNJ] > [IPSec] to go to the configuration page.

@ Network IPSec

fy Filter Management
A2 Bandwidth Control

= [ IPSec Status
VPN

PRTP/L2TP Client

FPTR/LZTF Server

Security
AC Management
Captive Portal

PPPoE Authentication

USB

Maintenance

?
=
=]
)
B virtual Server
8
B,
A

System

+Add a tunnel E Delete

WAN  Connection Mame Tunnel Protocol Remote Gateway Action

No datal

After IPSec is enabled, the page is shown in the figure below.

Add a tunnel

Remote Gatewayi(Domain

IPSec:

WAN:

Connection Name:

Tunnel Protocol:

Marme):

Local LAN/Mask:

Remote LAN /M ask:

Key Negotiation:

Authentication Type:

Pre-shared key:

® Enable 0 Disable

WAND v

ESP v

Auto v

Shared key

Advanced..

)4 Cancel

-59.-



Device Management

Parameter description in the page:

Parameter Description

IPSec Enable/Disable the IPSec function.

Router port where IPSec is enabled. The IP address of this port is "Remote Gateway

WAN
Address" information of the remote router.
Connection Name Set a name for this IPSec connection to facilitate identification.
Select ESP, AH or AH+ESP as needed.
¢  AH (Authentication Header). The AH protocol is used to ensure data integrity. If data
packets are falsified in the transmission process, the packet receiver will discard
Tunnel Protocol packets during integrity verification.

*  ESP (Encapsulating Security Payload). The ESP protocol is used for data integrity
check and data encryption. It is difficult for the third party to obtain true

information even if encrypted packets are intercepted.

Remote Gateway

IP address or domain name of the remote router port.
Address
Local LAN/Mask IP LAN of the local router.

Remote LAN/Mask IP LAN of the remote router.

Key Negotiation The default is Auto. If you want to set it to Custom, refer to Key Negotiation — Custom.

Key that is mutually authenticated by both parties. The local and remote routers must
Pre-shared key
have the same pre-shared key.

A Key Negotiation — Auto

When key negotiation is Auto, the whole negotiation process is divided into two stages. Stage 1: Both parties of
communication will negotiate security proposals such as exchange and verification algorithm and encryption
algorithm, and establish an ISAKMP SA to securely exchange more information in Stage 2. Stage 2: Both parties of
communication will negotiate parameters for the IPSec security protocol using ISAKMP SA established in Stage 1,
and create IPSec SA to protect communication data of both parties.

_ Tip
1. ISAKMP: Internet Security Association and Key Management Protocol.
2. SA: Security Association.

3. IKE: Internet Key Exchange.

Description of IPSec tunnel Advanced parameters.
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Click Hide Advanced ..., and the page below appears:
Hide Advanced..

Period 1
Maode: MAIN v
Encryption Algorithm: 3DES v
Integrity Verification MWD5 v
Algorithm:
Diffie-Hellman Group: 768 v

Key Life Cycle:

Period 2

PFs: ¢IEnable

Encryption Algorithm: 3DES v

Integrity Verlfication MD5 v
Algorithm:

Diffie-Hellman Group: 768 v

ey Life Cycle:

)4 Cancel

Parameter description in the page:
Parameter Description

Set an exchange mode negotiated in Stage 1. This exchange mode must be the same as that

of the remote end.
There are two exchange modes as follows:

*  MAIN: This mode allows both parties to exchange many packets, provides identity

Mode protection, and applies to situations with high requirements for identity protection.

*  AGGRESSIVE: Also called ACTIVE. This mode provides no identity protection, allows
parties to exchange a small number of packets, has a fast negotiation speed, and applies
to situations with low requirements for identity protection.

Select an encryption algorithm applied to an IKE session.

The router supports the following encryption algorithms:

Encryption e DES (Data Encryption Standard): Encrypt64-bit data using a 56-bit key. The last 8 bits of
algorithm 64 bits are used for parity check. 3DES (Triple DES) performs encryption using three

56-bit keys.

e AES (Advanced Encryption Standard): AES128/192/256 indicates performing encryption
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Parameter

Integrity
Verification

Algorithm

Diffie-Hellman

Group

Key Life Cycle

PFS

using a 128/192/256-bit key.
Description

Select a verification algorithm applied to an IKE session.
The router supports the following verification algorithms:

*  MDS5 (Message Digest Algorithm): Generate a 128-bit message digest for a message to

prevent this message from being falsified.

*  SHA1 (Secure Hash Algorithm): Generate a 160-bit message digest for a message. It is

more difficult to crack SHA1than to crack MD5.

Diffie-Hellman algorithm group information that is used to generate a session key to encrypt

an IKE tunnel.

IPSec SA survival time.

The PFS (Perfect Forward Secrecy) feature enables IKE Stage 2 negotiation to generate a new
key material that has no association with any key material generated in Stage 1 negotiation.
Therefore, the Stage 2 key is safe even if the IKE1 Stage 1 key is cracked. If PFS is not used,
the Stage 2 key will be generated according to the key material generated in Stage 1. Once
the Stage 1 key is cracked, the Stage 2 key used to protect communication data will also be

placed in jeopardy. This will seriously threaten communication security of both parties.

A Key Negotiation — Custom

When key negotiation is Custom, the page is shown in the figure below.

Key Negotiation: Custom v

ESP Encryption Algorithm: 3DES v

ESF Encryption Key:

ESF Authentication Algorithm: NONE v

ESP Qutcoming SPI:

ESP Incoming SFI:

]+ Cancel
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Parameter description in the page:

Parameter

ESP Encryption
Algorithm

ESP Encryption Key

ESP Authentication
Algorithm

ESP Outcoming SPI

ESP Incoming SPI

Description

Set an ESP encryption algorithm when selecting an ESP security protocol.
The router supports the following encryption algorithms:
. DES (Data Encryption Standard): Encrypt64-bit data using a 56-bit key. The last 8 bits

of 64 bits are used for parity check. 3DES (Triple DES) performs encryption using
three 56-bit keys.

e AES (Advanced Encryption Standard): AES128/192/256 indicates performing
encryption using a 128/192/256-bit key.

Set an ESP encryption key. Both parties of communication must keep the key consistent.

Set an ESP authentication algorithm when selecting an ESP security protocol. Set an AH

authentication algorithm when selecting an AH security protocol.

The router supports the following verification algorithms:

¢ MD5 (Message Digest Algorithm): Generate a 128-bit message digest for a message
to prevent this message from being falsified.

e SHA1 (Secure Hash Algorithm): Generate a 160-bit message digest for a message. It
is more difficult to crack SHA1than to crack MD5.

Set an SPI parameter. Three parameters including SPI, tunnel remote gateway address,

and protocol type jointly identifies one IPSec security ally.

The SPI parameter must be the same as the Incoming SPI value of the remote end of

communication.

Set an SPI parameter. Three parameters including SPI, tunnel remote gateway address,

and protocol type jointly identifies one IPSec security ally.

The SPI parameter must be the same as the Outcoming SPI value of the remote end of

communication.
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4.5.4 Example of PPTP/L2TP configurations

B Example: The headquarters and the branch use a G3 enterprise router to establish a network with successful
access to the Internet. Employees in the branch need to access the company's resources via the Internet at
any time. These resources include the company's internal data, office OA, ERP system, CRM system, project
management system, etc. Remote users can access the company's server by setting the VPN service on the

router. Take PPTP as an example. The setting method of L2TP is similar.

The reference topological graph is as follows:

" Internet

Branch headquarters

Router2 ( Client ) Routerl ( Server)

LAN IP:192.168.1.1"' bl WAN IP:202.105.106.55

Configuration steps:

Step 1: Set Router 1 that acts as a server.

Enable the "PPTP/L2TP Server" function.

Status: Click Enable.

Type: Click PPTP Server.

WAN: Select an enabled WAN port of Router 1 (VPN server) (In this example, WANO).

Encryption: Click Enable to enable encryption.

0000

Click OK.
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PPTP/L2TP Server

PPTP/LITP Server Status: * Enable Disable

Type: * PPTF Server ) L2TP Server
WAN: * WAND WAN1

Encryption: ® Enable Disable

IP Pool: 10.1.0.100-200

Max Connections: 15
PPTP & L2TP User +Add auser | T Delete
LI Username Password Type Network Subnet Mask Remark Action
No datal
oK Cancel

Add a username and password whose access is allowed.

PPTP & L2TP User +Add auser | T Delete
Click Add a user.
L Username Password Type Network Subnet Mask Remark Action
Mo datal

Add a user

Username: admin Set a username and

9 password used when the
Fassword: admin client is connected to the

server, such as admin.

Type: * Metwiork Hiost

M atwork: 192.168.1.0

9 Enter a client LAN and

subnet mask.

Subnet Mask: 255.255.255.0

Remark (Optional): 0

Cancel
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After settings are successfully finished, the page is shown in the figure below.
PPTP/L2TP Server

PPTPALZTP Server Status: ® Enable Disable

Type: * PPTF Server 0 LZTP Server
WWAN: & WANO WAN1
Encryption: ® Enable Disable
IP Pool: 10.1.0.100-200
Max Connections: 15

PPTP & L2TP User +Add auser | W Delete

Username Password Type Network Subnet Mask Remark Action
admin admin Network 192.168.1.0 255.255.255.0 W
oK Cancel

Step 2: Set Router 2 that acts as a client.

PPTP/L2TP Client: Click Enable.

Type: Click PPTP client.

WAN: Select an enabled WAN port of Router 2 (VPN client) (In this example, WANO).
Server IP/Domain Name: Enter an enabled WAN port IP address of the VPN server.
Username/Password: Enter a username/password assigned to the client by the server.
Encryption: Click Enable to enable encryption.

Remote LAN: Enter a server LAN.

Remote subnet mask: Enter a subnet mask of server LAN.

00060000

Click OK.
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PPTP/L2TP Client ?

/ FPTF/LZTF Client: * Enable Disable \

Type: * FPTF Client LZTF Client

WWAN: & WAND WAN1

Server [P/Domain Name: 202.105.106.55

Usaername: admin
Password: admin
K Encryption: * Enable Disable /
VPN Proxy: Enable @ [Oisable
Remote LAN: 192.166.0.0

Remote subnet mask: 292.255.255.0

Status: Disconnected

(0.4 Cancel

After settings are successfully finished, the page is shown in the figure below. The connection is successful when

the status is displayed as Connected and an IP address has been obtained.
PPTP/L2TP Client
PPTP/L2TP Client: ® Enable Disable

Type: * PPTP Client L2TP Client

WAN: & WANO WAN1

Server IP/Domain Name: 202.105.106.55
Username: admin
Passwaord: admin

Encryption: * Enable Disable
VPN Praxy: Enable ® Disable

Remote LAN: 192.168.0.0

Remote subnet mask: 255.255.255.0

Status: Connected

IP Obtained: 10.1.0.100
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4.5.5 Example of IPSec configurations

B Example: The headquarters and the branch use a G3 enterprise router to establish a network with successful
access to the Internet. Employees in the branch need to access the company's resources via the Internet at
any time. These resources include the company's internal data, office OA, ERP system, CRM system, project
management system, etc. Remote users can access the company's server by setting the VPN service on the

router. Take IPSec as an example.

The reference topological graph is as follows:

Branch headquarters

Routerl ( Server)

Router2 ( Client

oo s & . =meeam

LAN IP:192.168.1.1'W T WANIP:210.76.200.101 LANIP:192.168.0.252% 1  WANIP:202.105.106.55

Switch

mi_ | |

3]

T N

PC

Configuration steps:

Assume that basic information about the IPSec tunnel of two routers is as follows:
Key Negotiation: Auto

Pre-shared key: 12345678

Step 1: Set Router 1.

+Add a tunnel

Click

IPSec 7

+Add a tunnel @' Delete

] IPSec Status WAN  Connection Name Tunnel Protocol Remote Gateway Action

No datal
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Set rule contents.

IPSec: Click Enable.

000 0000

Click OK.

Add a tunnel

[PSec:

WAN:

Connection Name:

Tunnel Protocol:

Remote Gateway{Domain

Name):

Local LAM /M ask:

Remote LAN M ask:

Key Negaotiation:

Authentication Type:

Pre-shared key:

WAN: Select an enabled WAN port of this tunnel (In this example, WANO).

Connection Name: Set a name for this tunnel such as IPSec_1.

Local LAN/Mask: Enter a local LAN/subnet mask (In this example, 192.168.0.0/24).

Pre-shared key: Enter a pre-shared key (In this example, 12345678).

® Enable Disable

WAND v
IPsec_l

ESP v

210.76.200.101

192.168.0.0/24

192.168.1.0/24

Auto v

Shared key
12345678

Advanced..

0.4 Cancel

After settings are successfully finished, the page is shown in the figure below.

IPSec

+Add a tunnel @ Delete

IPSec Status WAN

Enable WAND  IPSec_1

Step 2: Set Router 2.

. +Add a tunnel
Click .

Connection Name

Tunnel Protocol

ESF 210.76.200.101
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Remote Gateway

Remote Gateway (Domain Name): Enter an IP address of the enabled WAN port of the IPSec tunnel of the
remote router (In this example, 210.76.200.101).

Remote LAN/Mask: Enter a remote router LAN/subnet mask (In this example, 192.168.0.0/24).

Action

/W
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IPSec
+Add a tunnel @ Delete
IPSec Status WAN Connection Name

Set rule contents.

IPSec: Click Enable.

000 0000

Click OK.

Edit the IPSec tunnel

IPSec:

WAN:

Connection Mame:

Tunnel Protocol:

Remote Gateway(Domain

Namej:

Local LAN /MWask:

Remote LAN/Mask:

Key Negotiation:

Authentication Type:

Pre-shared key:

Tunnel Protocol Remote Gateway

No datal

WAN: Select an enabled WAN port of this tunnel (In this example, WANO).

Connection Name: Set a name for this tunnel such as IPSec_1.

Local LAN/Mask: Enter a local LAN/subnet mask (In this example, 192.168.0.0/24).

Pre-shared key: Enter a pre-shared key (In this example, 12345678).

® Enable Disable

WAND v
[PSec_1

ESP v

202.105.106.55

192.186.1.0/24

192.166.0.0/24

Auto v

Shared key

12345678

Advanced..

QK Cancel

After settings are successfully finished, the page is shown in the figure below.
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Action

Remote Gateway (Domain Name): Enter an IP address of the enabled WAN port of the IPSec tunnel of the
remote router (In this example, 202.105.106.55).

Remote LAN/Mask: Enter a remote router LAN/subnet mask (In this example, 192.168.0.0/24).
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IPSec

+Add a tunnel @ Delete

IPSec Status WAN Connection Name Tunnel Protocol Remote Gateway Action

Enable WAND  [PSec ] ESP 202.105.106.55 4 @

Step 3: Verify whether settings are successful.

Go to the management page of the router. Click [System] > [Live Users] to go to the page. When the number
of connections is displayed in IPSec, settings are successful.

Live Users

DHCP Use VPN User PPPoE User Captive Portal IPSec
1 0 0 0 2

Item IP Address MAC Address Uptime Remaining

1 192.168.0.159 C8:3A:35:D5:75:A6 0d0Ohllmindbs 19min

~ Tip
1. If you want to set the advanced option of the IPSec tunnel in the setting process, keep the setting

parameters of two routers consistent.

2. When key negotiation is Custom, the encryption algorithm, encryption key, and authentication at both ends
of IPSec shall be consistent. The outcoming SPI of Device 1 shall be consistent with the incoming SPI of
Device 2. The incoming SPI of Device 1 shall be consistent with the outcoming SPI of Device 2.
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4.6 Security

Security includes the following contents:

IP-MAC Binding: Set the function that only the users bound to IP and MAC addresses in the list can access the
Internet.

Firewall: Set the defense function of the device. You can set this part under the guide of a professional.

4.6.1 IP-MAC Binding

Overview

The IP-MAC address binding function allows users bound to IP and MAC addresses in the list to access the
Internet and forbids other users from accessing the Internet. This router supports manual binding and dynamic
binding.

Click [Security] to go to the IP-MAC Binding configuration page.

& Network IP-MAC Binding ?
S Filter Management
IP-MAC Binding: ) Enable @ Disable
#% Bandwidth Contral
= ven OK Cancel
@ Security

IP-MAC Binding

Firewall
& AC Management
B3 Captive Portal
i PPPoE Authentication
Virtual Server
lUsB

Maintenance

¥ & B o

System
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After an "IP-MAC Binding" rule is

IP-MAC Binding

IP-
Binding List +Add

the Internet.

added, the page is shown in the figure below.

MWAC Binding: * Enable Disable

Unbind Note that a user mismatching with the IP-MAC binding rule cannot access

IP Address MAC Address Remark Action
192.168.0.159 CH3 a0 hah / @'
Cynamic Binding Bind  Bind All
IP Address MAC Address Action
192.166.0.159 83235057 3ah Bind
oK Cancel

Parameter description in the pag

Parameter

IP-MAC Binding

+Add

Unbind

IP Address

MAC

Binding List Address

Remark

Action

e:

Description

Enable/Disable the IP-MAC binding function. The default is Disable.

Click this button to manually add bound IP and MAC addresses.

Click this button to unbind a selected bound rule.

Displays a bound IP address.

Displays a MAC address corresponding to a bound IP address.

Displays the description of a corresponding rule. No remark information is

displayed if it is not set during dynamic or manual binding.

Perform the edit or delete action on a bound rule.
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Parameter Description

Information about a client connected to the router is displayed in the dynamic

Bind
list. Click this button to add a selected rule in the binding list.
Bind All Click this button to add all rules in the dynamic list into the binding list.
Dynamic
Binding IP Address Displays an IP address of a client connected to the router.
MAC Display a MAC address corresponding to an IP address of a client connected to
Address the router.
Action Click Bind after a corresponding rule to quickly add this rule in the binding list.

Example of IP-MAC binding

B Example: An enterprise uses a G3 enterprise router to establish a network. Only two employees in the
recruitment team are allowed to access the Internet in office hours of the company. Other employees are
forbidden from accessing the Internet. This can be achieved through the IP-MAC binding function. First of all,
you must know the IP and MAC addresses of the recruiters who are allowed to access the Internet, i.e.
192.168.0.226, C8:3A:35:03:11:79 and 192.168.0.208, CC:3A:61:71:1B:6E.

Configuration steps:

o After going to the IP-MAC Binding page, Click Enable and OK to enable this function.

IP-MAC Binding

[P-MAC Binding: Disable

Binding List +Add | Unbind |Note that a user mismatching with the IP-MAC binding rule cannot access

the Internet,

IP Address MAC Address Remark Action
Mo datal
Dynamic Binding Bind  Bind All
IP Address MAC Address Action
192.168.0.159 cB:3a:35:d575:ab Bind
(014 Cancel

e If a client to be bound has been connected to the router, find a corresponding device in the dynamic binding
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list and click Bind. If it is not connected to the router, click Add, enter IP and MAC address information to be

bound, and click OK.
IP-MAC Binding ?

[P-MAC Binding: ® Enahle Disable

Binding List +Add || Unbind Note that a user mismatching with the IP-MAC binding rule cannot access

the Internet.

IP Address MAC Address Remark Action
No datal
Dynamic Binding Bind | Bind All
IP Address MAC Address Action

182.168.0.159 B3 a3 5dny 5ab

9]¢ Cancel
After addition is successful, the page is shown in the figure below.
IP-MAC Binding ?

IP-MAC Binding: ® Enable Disable

Binding List +Add | Unbind Note that a user mismatching with the IP-MAC binding rule cannot access

the Internet.

IP Address MAC Address Remark Action
[ 192.108.0.159 CB3a3 57 a0 ] f @
Dynamic Binding Bind | Bind All
IP Address MAC Address Action
182.16E.0.159 C83a3ndnyan Bind
0.4 Cancel
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4.6.2 Firewall

Firewall includes ARP Attack Defense, DDOS Defense, and IP Attack Defense.

ARP spoofing is that an attack host in the LAN sends ARP spoofing packets to replace records in the device ARP list
with forged IP and MAC correspondence. This type of ARP attacks seriously affects internal communication in the
LAN. Therefore, ARP protection technology is generated.

By sending a large number of request services to occupy excessive resources, DOS causes destination routers and
servers to be busy in answering requests or waiting nonexistent connection replies so that legitimate user
requests cannot be answered by servers. DDOS defense can prevent the WAN from performing port scanning and
malicious attack on computers in the router or LAN to ensure their safe action.

IP attack defense allows the router to intercept packets with some special IP options as required and record the
information about the host sending these packets in the IP option list.

Click [Security] > [Firewall] to go to the configuration page.

@ Network Firewall ?
Filter Management
4 ARP Attack Enable ARP Attack Defense: ) (ARP Attack Prevention/ARP Spoofing Prevention /ARP
A% Bandwidth Control Defense Broadcast Prevention)
& wPN ARP Broadcast Interval: 1 5
%) Security
[P-MAC Binding DLDOS Defense [ ICMP Flood Threshold: 1500 pps
1 UDP Flood Threshold: 1500 [a]u}]
& AC Management
B Coptive Portal ) S¥N Flood Threshold: 1500 pps
% PPPOE Authentication
B virtual Server [P Atfack Defense [ IP Timestamp Option
& usB [ IP Securlty Option
B, Maintanance 1 IP Stream Option
A System [ IF Record Route Option

[l [P Loose Source Route Option

1 Illegal IP Cption

Prohibit Ping WAN ) Enable ® Disable

CK Cancel
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Parameter description in the page:

Parameter

ARP Attack

Defense

DDOS Defense

IP Attack

Defense

Prohibit Ping
WAN

Enable ARP Attack
Defense

ARP Broadcast Interval

ICMP Flood Threshold

UDP Flood Threshold

SYN Flood Threshold

IP Timestamp Option

IP Security Option

IP Stream Option

IP Record Route Option

IP Loose Source Route

Option

Illegal IP Option

Description

Enable/Disable the ARP attack defense function.

Time interval when the device sends ARP broadcast.

If a destination IP address receives ICMP request packets
exceeding a specified quantity within 1s, it is supposed that this

destination IP address is being attacked by ICMP Flood.

If a port of a destination IP address receives UDP packets
exceeding a specified quantity within 1s, it is supposed that this
port of this destination IP address is being attacked by UDP
Flood.

If a port of a destination IP address receives TCP SYN packets
exceeding a specified quantity within 1s, it is supposed that this
port of this destination IP address is being attacked by SYN
Flood.

Whether to check that IP packets from a specified area contain

the Internet Timestamp item.

Whether to check that IP packets from a specified area contain

the Internet Security item.

Whether to check that IP packets from a specified area contain

the Stream ID item.

Whether to check that IP packets from a specified area contain

the Record Route option.

Whether to check that IP packets from a specified area contain

the Loose Source option.

Whether to check the integrity or correctness of IP packets from

a specified area.

After this item is enabled, other network devices in the network cannot ping a router WAN

port successfully.
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4.7 AC Management

This router integrates the wireless controller function to manage Tenda APs.
AC Management includes the following contents:

Discover AP: On this page, the router can discover compatible APs in the LAN network.

Wireless Policy: On this page, you can add wireless policies for the managed APs. The parameters contain
SSID-related parameters and radio parameters.

Advanced Policy: On this page, you can add reboot policies and alarm policies for the managed APs. A reboot
policy can make an AP reboot periodically or regularly, and enable or disable an AP’s LED status. An alarm policy
allows the system to send an AP’s alarm information to a specified email address or to a specified IP address.

AP Management: On this page, you can reboot, upgrade a firmware or reset the selected APs.
Issue Policy: On this page, you can deliver the added policies to the selected APs.

AP DHCP: On this page, you can set up the DHCP server for the managed APs. Note that the DHCP server and the
device’s LAN IP address must be on the same IP segment.

User Status: On this page, you can see or export the information of online users that connect to the managed
online APs.

4.7.1 Discover AP

On this page, the router can discover compatible APs in the LAN network.

For the descriptions of button and parameters, click on the upper right page.
To discover APs:

1. Loginto the device’s web UL

2. Go to AC Management > Discover AP.

3. Click Discover AP. The available APs will display in the list.

& Network Discover AP

4 Filter Management AC Management: ® Enable Disable

A, Bandwidth Control

& VPN Discover AP || Export @ Delete | Refresh Search

& Security Online device number:0

&/ OACH lanagement Model IP Address MAC Address Terminal/Limit SSID Channel Firmware Version Status
Discover AP No datal

Wireless Policy

4.7.2 Wireless Policy

On this page, you can add wireless policies for the managed APs. The parameters contain SSID-related parameters
and radio parameters.
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For the descriptions of button and parameters, click ' on the upper right page.
To add a wireless policy:

1. Logintothe device’s web Ul.

2. Go to AC Management > Wireless Policy.

3. Click New.

@ Network Wireless Policy
Filter Management
2 +MNew @ Delete  Refresh Policy Name/SSID/WiFi password Search

A2 Bandwidth Control Total policies:0

& VPN Policy Name SSID WIiFi Password Channel VLAN Power Bandwidth Hide SSID Status Act

@ Security No datal

& AC Management N
Discover AP

Wireless Policy

4. On the pop-up window, set up the parameters and click OK. We recommend that you set up Policy Name,
SSID, Encryption Type, and Key, and keep the default values of other parameters.

Note that if you set up VLAN ID for the policy, go to Radio Config page and check the box of Enable VLAN.

Basic Config Radio Cenfig
Policy Mame:
S5I0x
Encryption Type: Mone r
Algorithm Type: AES TKIP TKIPSAES
ey
Update Interval: 0
Maximum Connections: 30
WILAM ICx 1000
Enable VLAN to activate this setting.
Clients Isolation: Enable
Hide S5IC: Enable
“ Cancel

4.7.3 Advanced Policy

On this page, you can add reboot policies and alarm policies for the managed APs. A reboot policy can make an AP
reboot periodically or regularly, and enable or disable an AP’s LED status. An alarm policy allows the system to
send an AP’s alarm information to a specified email address or to a specified IP address.
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For the descriptions of button and parameters, click i on the upper right page.
To add a reboot policy:

1. Login tothe device’s web UL.

2. Goto AC Management > Advanced Policy.

3. Click Reboot Policy.

& Network Advanced Policy
4 Filter Management
+Reboot Policy || +Alarm Policy @' Delete | Refresh Policy Name Search

/> Bandwidth Control
Total policies:0

E VPN
Policy Name LED Status Reboot/Alarm State Action

T LA No data!

&£ OAC Management
Discover AP

Wireless Policy

Advanced Policy

4. On the pop-up window, set up the parameters and click OK. You can enable or disable LED status. If you
enable reboot settings, you can select Periodic or Reboot Scheduling to set up the parameters.

Reboot Policy

Policy Mame:

LED Status: # Enable
Reboot settings: # Enable
Type: # Penodic Reboot Reboot Scheduling

Reboot Interval: 03 1| 00

Everyday Maon Tue Wed
Thu Fri Sat sun

To add an alarm policy:
1. Logintothe device’s web Ul.
2. Goto AC Management > Advanced Policy.

3. Click Alarm Policy.

-80 -



Device Management

@ Network Advanced Policy
4 Filter Management

#% Bandwidth Control
Total policies:0

B VPN
)" Policy Name LED Status Reboot/Alarm

S q
@ Security No data!
& AC Management

Discover AP

Wireless Policy

Advanced Policy

4.  On the pop-up window, set up the parameters and click OK.

+Reboot Policy || +Alarm Policy Delete | Refresh Policy Name

* If you enable and set up all the parameters, the alarm of AP traffic and AP accessing will be sent to the

specified email and IP address.

* If you enable Alarm from Desktop, you must install an alarm program on the computer. To get the

program, contact our technical support engineer.

Alarm Policy
Policy Mame:
Alarm from Desktop: Enter an IP address
Alarm by Email: Enter an Email address Test

Email password:

Alarm Interval: 1 + [(Minute)
AP Traffic Alarm Enable ® Disahle
Traffic Limit: (MEB])

AP Accessing Alarm: ® Enable Disable

Accessing Limit: 15 T

4.7.4 AP Management

On this page, you can reboot, upgrade a firmware or reset the selected APs.

For the descriptions of button and parameters, click on the upper right page.
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@& Network AP Management
4 Filter Management A
Reboot || Upgrade || Reset @' Delete | Refresh Model, MAC, SSID Search
/¢ Bandwidth Control Online device number:0
& VPN ) Model MACAddress Terminal/Limit SSID Channel Firmware Version  State Action
@ Security No datal

& AC Management
Discover AP
Wireless Policy

Advanced Paolicy

AP Management

4.7.5 Issue Policy

On this page, you can deliver the added policies to the selected APs.

",

For the descriptions of button and parameters, click on the upper right page.

& Network Issue Policy

4 Filter Management
Wireless Settings | Advanced Settings || Default @' Delete Model/MAC/SSID Search

#% Bandwidth Control
Online device numbers:0

& VPN
Ll Model MAC Address SsID LED Status Reboot Status Alarm Status Status

S .
T LA No data!
& AC Management

Discaver AP

Wireless Policy

Advanced Policy

AP Management

Issue Policy

4.7.6 AP DHCP

On this page, you can set up the DHCP server for the managed APs. Note that the DHCP server and the device’s

LAN IP address must be on the same IP segment.

For the descriptions of button and parameters, click on the upper right page.
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& Network AP DHCP
Filter Management
4 StartIP: | 192.168.0.201

#% Bandwidth Control
End IP: 192.168.0.240

& VPN
Gateway:
@ Security %
& AC Management Preferred DNS:
Discover AP Alternate DNS: (Optional)
Wireless Policy
Lease Time: 7 days v

Advanced Paolicy

AP Management

Issue Policy “ Cancel
AP DHCP

4.7.7 User Status

On this page, you can see or export the information of online users that connect to the managed online APs.

For the descriptions of button and parameters, click on the upper right page.

Network User Status

Filter Management
Export | Refresh AP location/IP/MAC Search

Bandwidth Control
Online users:0

AP Location IP Address MAC Address Signal Strength Up Time Status

Security No datal

@

i}

~

& VPN
Q¢

& AC Management
Discover AP
Wireless Policy
Advanced Policy
AP Management

Issue Policy

AP DHCP

4.8 Captive Portal

Captive Portal includes the following contents:

Basic Setup: Set information about captive portal. This router supports captive portal and PPPoE authentication.
Only one of them can be selected when the authentication function is enabled.

User Management: Add username and password of captive portal.

Example of Captive Portal: Explain captive portal application through the example that the user performs captive

portal to access the Internet.
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4.8.1 Basic Setup

Overview

By default, a client connected to the router can access the Internet after the router is connected to the Internet.
After the captive portal function is enabled, any client under the router must be authenticated before accessing

the Internet.

Click [Captive Portal] to go to the Basic Setup page.

Logout

Network Basic Setup 2

Al ReleEg e Captive Portal: ' Enable ® Disable

EIEERICTE Gl Life Time: 24 h0 min An authentication s required again for a

Security

@

2

~

E vPN normal Internet service after the |ife time,
@

N Authentication-free Host +Add m Delete

AC Management

B Captive Portal a MAC Address Remark (Optional) Action

No datal

User Management

PPPoE Authentication

Wiral Szreer Authentication Web Config Config | Preview

USB

Malntenance Ok Cancel

¥ & m jm B

System
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Parameter description in the page:

Parameter Description

Captive Portal Enable/Disable the captive portal function.

After the client passes the authentication and successfully
Life Time accesses the Internet, Once the life time is over, an

authentication is required again for normal Internet service.

Click this button to add a client that can access the Internet

+Add
Authentication-free without any authentication.
Host
[ Delete Click this button to delete a selected authentication-free host.
Mac Display a MAC address of a client that can access the Internet
Address without any authentication.
Authentication-free Description of a client that can access the Internet without any
Host (continued) Remark authentication. No description is displayed if it is not filled during
setting.
Action Perform the reedit or delete action on a corresponding rule.
cont Click this button to configure a page that appears during client
onfig
Config

Click to preview a set "Configuration Web".
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Enable captive portal

Select Enable in the Captive Portal option and click OK to enable captive portal. If necessary, you can configure

Authentication-free Host and Authentication Web Config.

Basic Setup

Captive Portal: ® Enahkle] © Disable

Life Time: 2 ho min An authentication is required again for a
normal Internet senvice after the life time.

Authentication-free Host +Add m Delete

] MAC Address Remark (Optional) Action

No datal
Authentication Web Config Confilg  Preview

4.8.2 User Management

Overview

This section describes how to add a username and password to be entered during captive portal of a client. Click

[ Captive Portal] > [User Management] to go to the configuration page.

& Network User Management

Filter Management
L +Add a new account @ Delete
A2 Bandwidth Control

' Username Password Remark (Optional) Status
E weN
No datal

¢ Securlty
& AC Management

B4 Captive Portal

Basic Setup

User Management

Y PPPoE Authentication

E  virtual Server

USB

4, Maintenance

Search

Action
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After an account is successfully added, the page is shown in the figure.

User Management

+Add a new account @ Delete Search
Username Password Remark (Optional) Status Action
admin admin Enabled @ / ‘@'

Parameter description in the page:

Parameter Description

+Add a new account Click this button to add an account for captive portal.

W Delete Click this button to delete a selected captive portal account.
Username/Password Username/Password to be entered during captive portal of a client.

Display the description of a corresponding account. No description is

Remark
displayed if it is not filled during setting.
Status User's current status including enabled and disabled.
Action Perform the enable/disable, edit, and delete actions on a rule.
- Tip

One account (username and password) shall not be subject to multiple user authentications at the same time.

Steps for adding a captive portal account

1) Gotothe User Management page and click +Add a new account |

User Management
+Add a new account @ Delete Search

Username Password Remark (Optional) Status Action

Mo datal

2) Set user information in the window that appears.
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Add a new account

Username Passwork Remark (Optional) Action

admin admin +

oK Cancel

After a captive portal account is successfully added, the page is shown in the figure below.

User Management

+Add a new account @ Deleta Search
Username Password Remark (Optional) Status Action
admin admin Enabled @ / @

4.8.3 Example of Captive Portal Configuration

B Example: An enterprise uses a G3 enterprise router to establish a network. The company specifies that an
authentication is required when employees access the Internet in office hours. However, the network
administrator needs no authentication. This can be achieved through the captive portal function. The MAC

address of the network administrator's computer is CC:3A:61:71:1B:6E.
Configuration steps:
Step 1: Perform basic settings of captive portal.

1) Click Enable and OK to enable the captive portal function.

Basic Setup
Captive Portal: Disable
Life Time: 2 ho min An authentication is required again for a

normal Internet senvce after the life time.

Authentication-free Host +Add @' Dielete
MAC Address Remark (Optional) Action
Mo datal
Authentication Weh Config Confilg | Preview
0].4 Cancel
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2) Add an authentication-free host.

Click 99 .

Authentication-free Host +Add @ Delate

MAC Address Remark (Optional) Action

Mo datal

Set host contents in the window that appears.
*  MAC Address: Enter a MAC address of a client that can access the Internet without any authentication.

*  Remark: Enter remark about this client (Optional).

e  Click OK.
Add
MAC Address Remark (Optional) Action
CC3ARLT1ABRE administrators + -

QK Cancel

3) Set authentication page information.

. Confi
Click 9]

Authentication Web Canfig Config | Preview

Ok Cancel
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Set relevant information in the window that appears.
*  Web Title: Modify the title of the captive portal page.
*  Web Content: Set announcement contents such as Shenzhen Tenda Technology Co., Ltd.

e Click OK.

Authentication Web Config

Web Title: Welcome to Tenda network wiorl:

Web Content: Shenzhen Tenda Technaology
Co., Ltd.

< 35/256

(]9 Cancel

After settings are finished, the page is shown in the figure below.

Basic Setup
Captive Portal: ® Enable Disable
Life Time: 2 ho min An authentication is required again for a
normal Internet service after the life time.
Authentication-free Host +Add @ Delete
MAC Address Remark (Optional) Action
CC3AR1FLIBARE administrators f @
Authentication Web Config Config  Preview
oK Cancel
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Step 2: Add a captive portal account.

. +Add a new account
Go to the User Management page and click .

User Management ?
+Add a new account @ Delete Search
Username Password Remark (Optional) Status Action
Mo datal

Set user information in the window that appears.
* Username. Password: Set a user name and password for captive portal.
*  Remark: Enter the description of this user (optional).

¢ Click OK to finish settings.

Add a new account

Username Passwork Remark (Optional) Action

admin admin +

oK Cancel

After a captive portal account is successfully added, the page is shown in the figure below.

User Management ?
+Add a new account @ Deleta Search
Username Password Remark (Optional) Status Action
admin admin Enabled @ f @'

The page below will appear when the client accesses the Internet or Intranet after settings are finished.

At this point, enter the added captive portal account and click Login.

Welcome to Tenda network world Authentication

Shenzhen Tenda Technology Co, Ltd. Username

Password

Login
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4.9 PPPoE Authentication

PPPoE Authentication includes the following contents:

Basic Setup: Set information about PPPoE authentication. This router supports captive portal and PPPoE
authentication. Only one of them can be selected when the authentication function is enabled.

Account Management: Add a user name and password for PPPoE authentication.

Example of PPPoE Authentication: Explain PPPoE authentication application through the example that a user in

the community performs dial-up networking.

4.9.1 Basic Setup

Overview

By default, a client connected to the router can access the Internet after the router is connected to the Internet.
After the PPPoE authentication is enabled, any client under the router must perform PPPoE authentication before
accessing the Internet. After PPPoE authentication is enabled, captive portal functions will be disabled.

Click [PPPoE Authentication] to go to the Basic Setup page. Drag the scroll bar to view more information.

& Network Basic Setup 2
0, FllEriERegamE PPPOE Server PPPoE Authentication: Enable @ Disable
A2 Bandwidth Control Carver IP: 17220201
& VPN
StartIF of PPPoE user: 172.20.20.2
4 Security
EndIF of PPPoE user: 172.20.20.129
& AC Management

Preferred DMS: 192.168.0.252

B Captive Portal

% PPPoE Authentication Alternate DNS: 8.8.6.8
(Optional)
Account Management [%

B virtual Server Explry Alert Alert me ahead of: 7 days v
@ use Alert Page for Account Due: Config | Preview
%, Maintenance

Alert Page for Account Expiry: Config | Preview
A System

Authentication-free +Add @ Delete

(] MAC Address Remark {Optional) Action
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Parameter description in the page:

Parameter

PPPoE Server

Expiry Alert

Authentication-fr

ee

PPPoE Authentication
Server IP

Start/End IP of PPPoE
user

Preferred/Alternate DNS

Alert time before expiry.

Alert Page for Account
Due

Alert Page for Account
Expiry

+Add

Ej Delete

Mac Address

Remark

Action

Description

Enable/Disable the PPPoE authentication function.

PPPoE server IP address.

IP address range assigned to the client by the PPPoE server

after the client performs PPPoE authentication.

Preferred/Alternate DNS address assigned to the client by the

PPPoE server after the client performs PPPoE authentication.

Set alert time before the expiry of the account. The default is 7

days.

Set alert page information before the expiry of the account.

Config

Click to configure alert page information. Click

to view effects.

Set alert page information after the expiry of the account.

Config

Click to configure alert page information. Click

to view effects.

Click this button to add a client that can access the Internet

without any authentication.

Click this button to delete a selected authentication-free host.

Display a MAC address of a client that can access the Internet

without any authentication.

Description of a client that can access the Internet without any
authentication. No description is displayed if it is not filled

during setting.

Perform the reedit or delete action on a corresponding rule.

-03-



Device Management

Parameter Description

Flow policy name. It cannot be modified. After the PPPoE

authentication function is enabled, the original "Bandwidth

Policy Name
Control" function of the router will be replaced with PPPoE
"Flow Control Config".
Flow Control Uplink/Downlink rate of corresponding policies. These policies
Config will be associated with a PPPoE account. The maximum

Uplink/Downlink
uplink/downlink rate of the user who uses this account to

perform authentication is this rate.

Click / to modify an uplink/downlink rate. The default is
1,024KB/s. 1Mbps=128KB/s=1,024kb/s, 1B=8b

Action

Enable PPPoE authentication

Select Enable in the PPPoE Authentication option and click OK at the bottom of the page to enable PPPoE
authentication. If necessary, you can configure Expiry Alert and Authentication-free.

Basic Setup

PPPoE Server PPPoE Authentication: Disable
Server [P: 172.20.20.1
StartIP of PPFoE user: 172.20.20.2
EndIP of PPPoE user: 172.20.20.129

Preferred DNS: 192.168.0.252

Alternate DNE; 8888

(Optional)
Expiry Alert Alert me ahead of: 7 days v
Alert Page for Account Due: Confilg  Preview
Alert Page for Account BExpiry: Config  Freview
Authentication-free +Add @ Delete
MAC Address Remark (Optional) Action
No datal
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4.9.2 Account Management

Overview

This section describes how to add a user name and password to be entered when a client performs PPPoE

authentication.

Click TPPPoE Authentication] > [Account Management] to go to the configuration page.

Network
Filter Management

Bandwidth Control

@

2

#E

& weN
¢ Security

& AC Management
5 Captive Portal

% PPPoE Authentication

Basic Setup

Account Management

Virtual Senver

USB

Maintenance

¥ & owmom

System

Account Management H

+Add an account m Delete Search

) Username  Password  Flow Control Policy Remark (Optional) Expiry  Status  Action

Nao datal

Export Browse... [Plglelelis

After an account is successfully added, the page is shown in the figure below:

Account Management

+Add an account @ Delete Search
] Username Password Flow Control Policy Remark (Optienal) Expiry Status  Action
[ user user Palicyl user 2016-12-12 Enabled @ ! m

Export

Browse... [lyglslslas
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Parameter description in the page:

Parameter Description

+Add an account Click this button to add an account for PPPoE Authentication.

Delet
& Delete Click this button to delete a selected PPPoE Authentication account.
Username/Password to be entered during PPPoE Authentication of a
Username/Password
client.
Flow Control Policy Flow control policy corresponding to this account.
) Display the description of a corresponding account. No description is
Remar
displayed if it is not filled during setting.
Expiry Account expiry date.
Status User's current status including enabled and disabled.
Action Perform the enable/disable, edit, and delete actions on a rule.
Click this button to export PPPoE user configuration files with cfg suffix.
e After an account is added, it is recommended to export this data to
ensure that there is data to import without re-adding it when PPPoE
user data is lost.
Browse... Click to load exported PPPoE user data.
Import loaded PPPoE user data into the device.
~ Tip

One account (username and password) shall not be subject to multiple user authentications at the same time.
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Steps for adding a PPPoE account

+Add a new account

1) Click

Account Management

+Add an account @ Delete Search

Username Password Flow Control Policy Remark (Optional) Expiry Status Action

Mo datal

Export Browse... [laglalslas

2) Set an account and password in the window that appears.
¢ Username. Password: Set a username and password for PPPoE authentication.
¢  Remark: Set the description of this account (Optional).
*  Flow Control Policy: Select a flow control policy for this account.
*  Expiry: Set an expiry date for this account.

o Click OK.

Add an account

Lsername: user
Fassword: usear
Remark: user

Flow Control Policy: FPolicyl v

Expiry: 2016 Y 12 M 12 D

Status: * Enable Dizable

0] 4 Cancel
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4.9.3 Example of PPPoE Authentication Configuration

B Networking Requirements: A community uses a G3 enterprise router to establish a network. This network
has successfully accessed the Internet. The community administrator does not allow renters to establish a
network. The administrator wants to assign an Internet account and password to every renter. The Internet

can be accessed by automatically obtaining an IP address without entering an account and password.

B Requirement Analysis: The community administrator can enable the PPPoE server through the PPPoE
authentication function of G3, add accounts and passwords (assigned to renters), and set his own computer
to Authentication-free.

Configuration steps:

Step 1: Set basic setup for PPPoE authentication.
1) Click Enable and OK at the bottom of the page to enable the PPPoE authentication function.

Basic Setup

PPPOE Server PPPoE Authentication: Disable
Server [P: 172.20.20.1

Start IP of PPPoE user: 172.20.20.2

EndIF of PPFoE user: 172.20.20.128

Preferred DNS: 192.168.0.252
Alternate DNS: BEEE
{Optional)

2) Set account expiry alert information that the client will receive.

Config

Click

Expiry Alert Alert me ahead of: 7 days T
Alert Page for Account Due: Caonfig

)

Alert Page for Account Expiry: Config
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Set alert contents in the window that appears.
*  Web Title: You can modify title contents.
*  Web Content: You can modify announcement contents.

*  Click OK.

Config alertweb for account due

Web Title: Warning

become due. For your proper
Internet experience, please
contact the netwark
administrator soon. Thank

Web Content: Your accountis about to |i|

< 1627256

OK Cancel

After settings are finished, go back to the Basic Setup page. At this point, click Preview to view setting effects,

as shown in the figure below.
Warning

Your accountis about to become due. For your proper Internet exp
arience, please contact the network administrator soon. Thank youl
Contact: X000

[ getit. Continue with the Internet,

3) Add an authentication-free host. In this example, this host is the community administrator's computer. Assume
that its MAC address is CC:3A:61:71:1B:6E.

Click ™99
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Authentication-free +Add @' Delete

b

MAC Address Remark (Optional) Action

Mo datal

Set host contents in the window that appears.
e MAC Address: Enter a MAC address of a client that can access the Internet without any authentication.

*  Remark: Enter remark about this client (Optional).

. Click OK.
Add
MAC Address Remark (Optional) Action
CC3AmRLTIRGE administratars + -

Ok Cancel

After settings are finished, the page is shown in the figure below.
Basic Setup

PPPOE Server FPPFoE Authentication: * Enable Disable

Server [P: 172.20.20.1
Start IP of PPPoE user: 172.20.20.2
EndIP of PPPoE user: 172.20.20.129
Preferred DNS: 192.166.0.252
Alternate DNS: 8.6.6.8
(Optional)
Bxpiry Alert Alert me ahead of: 7 days v
Alert Page for Account Due: Config = Preview
Alert Page for Account Expiny: Config = Preview
Authentication-free +Add @' Delete
MAC Address Remark (Optional) Action
CC3AR1T1IBRE administrators / @'

Step 2: Add a PPPoE user IP range (PPPoE user address IP to end IP) in the IP group. The default is 172.20.20.2 to
172.20.20.129. For detailed configuration steps, refer to Steps for adding an IP group.
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_ Tip
If you don’t enable the IP Group functions of the router, skip this step.

Add anew IF group

Group Name: FPPoE

IF Range: 172.20.20.2 ~ 172.20.20.129

9]¢ Cancel
Step 3: Add a PPPoE authentication account.

Go to the Account Management page and click +Add an account .

Account Management

+Add an account @ Delete Search

L) Username  Password  Flow Contrel Policy Remark (Optional) Expiry Status Action

No datal

Export Browse... Pyl

Set user information in the window that appears.

Add an account

sername: user

Set a username and

0 password for PPPoE
FPassword: user

authentication.

Remark: user Set the description of this
account (Optional).
Flow Control Policy: Paolicyl v 3 Select a flow control policy
for this account.
Expiry: 2016 f¥] 12 M| 12 Do ———————————— Set an expiry date for this
account.
Ltatus: * Enable Disable
] 4 Cancel
(5 ) Click OK.

After the account is successfully added, the page is shown in the figure below.
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Account Management ?
+Add an account m Delete Search
L) Username Password Flow Control Policy Remark (Optional) Expiry Status  Action
[ user user Palicyl user 2016-12-12 Enabled @ f @

Export Browse... [lyglslslas

Step 4: The client performs dial-up networking (Take Windows 7 as an example).
€ Click the start icon at the bottom left of the desktop.

9 Click Control Panel > Network and Internet> Network and Sharing Center > Set up a new connection or
network.

Control Panel Home . . - =
View your basic network information and set up

Change adapter settings connections

Change advanced sharing G‘L" = - __ e 3¢ See full map

settings
WIN7X64EN Unidentified netw... Internet
(This computer)

View your active networks Connect or disconnect

Access type: No Internet

Unidentified network access
Public network Connections: I Local Area

Connection

Change your networking settings

l 'ﬁ. Set up a new connection or network l
e N
Up a wireless, broadband, dial-up, ad hoc, or VPN connection;

or set up a router or access point.

=§. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network

) :
See also connection.

HomeGroup

’a Choose homegroup and sharing options

Internet Options
Access files and printers located on other network computers, or

Winddve Enenas change sharing settings.

-102 -



Device Management

9 Select Connect to Internet and click Next.

@ " Set Up a Connection or Netwark — ———— WD g —

| Choose a connection option

Connect to the Internet

Set up a wireless, broadband, or dial-up connection to the Internet.

| Setup a new network
<ag Configure a new router or access point.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

s= Set up a dial-up connection
my® Connect to the Internet using a dial-up connection.

| [ Mext I[ Cancel

0 Click Broadband.

G & Connect to the Internet s M Su—" Sl— g S——

i How do you want to connect?

Broadband (PPPoE)

Connect using D5L or cable that requires a user name and password.

=P

Show connection options that this computer is not set up to use
Help me choose

-

-103 -




Device Management

6 Fill in a Username and Password for PPPoE authentication (In this example, zhangsan for both), check
Remember this password (R), and click Connect.

@ 2 Connect to the Internet

Type the information from your Internet service provider (ISP)

User name: [Name your ISP gave you]

Password: [Password your ISP gave you]

Show characters

Remember this password

Connection name: Broadband Connection

Hy ] Allow other people to use this connection

This eption allows anyone with access to this computer to use this connection.

Iden't have an ISP

[ Connect ll Cancel |

Wait a moment, and the dial-up is successful. If you want to go to the broadband connection interface, after
startup, find and click the network icon at the bottom right and then click Broadband Connection to normal
access the Internet.

4.10 Virtual Server

Virtual Server includes the following contents:

Port Forwarding: Allow Internet users to access Intranet resources.

UPnP: Automatically realize forwarding between WAN and LAN ports. It is recommended to keep default settings.
DMZ Host: Allows a computer in the Intranet to realize two-way unlimited communication with the Internet.

DDNS: Allow a changing WAN IP address of the router to establish a forwarding relation with a fixed domain name.

When performing remote access, the user needs only to access this domain name.

4.10.1 Port Forwarding

Overview

By default, the host in the WAN cannot actively access the host in the LAN. Port forwarding enables users in the
WAN to access the host in the LAN and protects the interior of the LAN against invasion. Port forwarding defines a
service port and uses an IP address to specify its corresponding LAN server. The router locates to this server the
service request on this port from the WAN.

Click [Virtual Server] to go to the Port Forwarding page.
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@& Network Port Forwarding ?

Filter Management
2 +Add anew rule @ Delete
A2 Bandwidth Control

Ll Intranet HostIP Intranet Port Extranet Port Protocol Line Status Action
& VPN
No datal

% Security

& Ac Management
5 Captive Portal
% PPPoE Authentication

B wirtual Server

Port Forwarding

UPRP
OMZ Host

DONS
& uss

%, Maintenance

N System

After a rule is successfully added, the page is shown in the figure below.

Port Forwarding 7

+Add a new rule @ Delete

1 Intranet HostIP Intranet Port Extranet Port Protocol Line Status Action

() 192.168.0.100 21-21 21-21 ALL WANO  Enabled @7 W

Parameter description in the page:

Parameter Description
+Add a new rule Click this button to add a port forwarding rule.
W Delete Click this button to delete a selected port forwarding rule.

Intranet Host IP IP address of the Intranet server computer.

Intranet Port Service port of the Intranet server.
Extranet Port Router port open to Internet users to access.
Protocol Protocol type of a corresponding service. If you are uncertain of service protocol
rotoco
types during settings, you are recommended to select All.
T WAN port for Intranet service forwarding, i.e. WAN port used when the Extranet
ine
accesses the Intranet server.
Status Status of this rule, including Enabled and Disabled.
Action Perform the enable/disable, edit, and delete actions on a rule.
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Example of port forwarding

B Example: An enterprise uses a G3 enterprise router to establish a network. A business trip employee needs
to access his own resources on the company computer. This can be achieved through the port forwarding
function. Establish an FTP server on the company company, store resources to be accessed on the server, and
set the port forwarding function on the router.

Assume that basic information about the FTP server is as follows:

Item Particular Content
IP Address 192.168.0.100
Username and Password admin

Port 21

The reference topological graph is as follows:

o S
\'\.-I'/ T NG

PC

LANIP:192.168.0.252 &

IP:192.168.0.100

Switch

PC pC
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~ Tip

Ensure that addresses obtained by the WAN port can access the Internet.

An intranet computer IP address must be manually configured to avoid service interruption due to

automatic change of IP address.

System firewall, some pieces of antivirus software, and security software may prevent other computers from

accessing the server on the computer. You are recommended to disable them temporarily when using this

function.

Setup steps:

Step 1: Set port forwarding.

Clic

+Add a new rule

Port Forwarding

+Add a new rule @ Delete

Intranet Host IP Intranet Port Extranet Port Protocol Line Status

Mo datal

Set rule contents in the window that appears.

Intranet Host IP: Enter an IP address of the Internet server.
Intranet Port: Enter a port used by the server.

Extranet Port: Enter a router port open to the Extranet.

Protocol: Select service protocols. It is recommended to select all.
Mapped Line: Select a WAN port for Intranet service forwarding.

Click OK to finish settings.

Add a newrule

After a port forwarding rule is successfully added, the page is shown in the figure below.

Intranet Host IP: 192.165.0.100
Intranet Port: 21 ~ 21
Extranet Port; 21 ~ 21

Protocol: = AlLL TCR O LUDP

Mapped Line: = WAND O WANL

oK Cancel
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Port Forwarding ?

+Add a new rule @ Delete

L Intranet HostIP Intranet Port Extranet Port Protocol Line Status Action

() 192.168.0.100 21-21 21-21 ALL WANO  Enabled @7 W@

Step 2: Internet users access the intranet.

When extranet users access Intranet resources, they need only to access ftp://202.105.106.55 on the computers
connected to the Internet.

A Note

e  "Extranet Port" of the port forwarding rule shall not be same as "Port" of remote web management,

otherwise a conflict will occur, causing port forwarding failure.

e After a rule is set, Internet users can access a corresponding server erected in the LAN in the form of

"Protocol name://Current WAN IP address: Extranet port".

4.10.2 UPnP

UPnP (Universal Plug and Play) can achieve the automatic port forwarding function. The UPnP protocol can
automatically identify user devices and automatically open a port for some programs. This function can be valid
provided that the operating system supports UPnP or UPnP application software is installed.

Click [Virtual Server] > [UPnP] to go to the configuration page. Unless otherwise specially required, it is
recommended to keep default settings.

@ Network UPnP 7
% Filter Management UPRP: Enable ® Disable

EJ PN

& Security oK Cancel

& AC Management

2 Captive Portal
Y PPPOE Authentication

B virtual Senver
Port Forwarding
UPnP
DMZ Host

DONS

& uss

e After the device enables the UPnP function, when programs supporting UPnP (e.g. Thunder)run in the LAN,
you can see port translation information in the UPnP page, as shown in the figure below. Port translation
information is provided when applications send a request.
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UPnP
LUPnP: * Enable Disable
Remote Host External Port Internal Host Internal Port Protocol Description
anywhere 12260 182.168.0.159 8202 Uop Thunder3
anywhere 12260 182.168.0.158 12260 TCP Thunder5
Refresh

QK Cancel

*  After the device enables the UPnP function, if a LAN computer supports UPnP, enter "Network" (for Windows
7) or "My Network Places" (for Windows XP) and you will see the network icon of the device. You can log in

to the device web page through this icon.

4.10.3 DMZ Host

Overview

After a LAN computer is set to a DMZ host, this computer is not restricted when it communicates with the
Internet. For example, for some video conferences and online games, you can set computers under these
applications to DMZ hosts so that the video conferences and online games function more smoothly.

Click [Virtual Server] > [DMZ Host] to go to the configuration page.

A Note

* When a computer is set to a DMZ host, this computer is fully exposed to the extranet and the router firewall
does act on this host any more. Hackers may use the DMZ host to attack the local network. Do not use the

DMZ host function carelessly.

* Itis necessary to manually set the IP address of the Intranet computer as the DMZ host to a static IP address

to avoid failure of the DMZ function due to dynamic acquisition.

*  Security software, antivirus software, and system firewall may affect the DMZ host function. Disable them
temporarily when using this function. When you do not use the DMZ host function, you are recommended

to cancel DMZ settings and enable firewall, security software, and antivirus software.
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@ Network DMZ Host ?
Filter M t
4 FlterManagemen WAND DMZHost: O Enable ® Disable
A2 Bandwidth Control
E VPN
WAN1 DMZHost: O Enable ® Disable
) Security
& Ac Management oK Cancel
5 Captive Portal
% PPPoE Authentication
B wvirtual Server
Port Forwarding
LIPnP
DMZ Host
& usE
Steps for enabling a DMZ host
DMZ Host ?
WAND DMZHost: @ Enable © Disable
HostIP: 192.168.0.100
WANI DMZHost: O Enable @ Disable
oK Cancel
Setup steps:

o Click Enable on a corresponding WAN port.
©) Host IP: Enter an IP address of a computer as a DMZ host.

€) Click OK.
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4.10.4 DDNS

Overview

DDNS (Dynamic Domain Name Service) is to forward the router's dynamic WAN IP address (public network IP
address) to a fixed domain name. When the service runs, the DDNS client sends this host's current WAN |P
address to the DDNS server through information transmission. The server updates the forwarding relation
between the domain name and the IP address in the database to achieve dynamic domain name resolution.

_ Tip
The DDNS function is generally used with other functions such as port forwarding, remote web management, and
DMZ.

Click [Virtual Server] > [DDNS] to go to the configuration page.

AC Management

@ Network DDNS ?
Filter Management
4 WAND DDNS: O Enable ® Disable
A2 Bandwidth Control
WANL DDNS: O Enable ® Disable
& weN
° Security OK Cancel
&
LS

o Captive Portal
% PPPOE Authentication

B wirtual Server

Port Forwarding
UPHP

DMZ Host

& uss

#, Maintenance

M- System
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After the rule is set successfully, the page is shown in the figure below.

DDNS
WAND DDONS: @ Enable O Disable
DDNS Provider: Oray.com ¥ GO toregister
Provider link: DONS service upgradeDDNS service help
Sendce Type: General service
Username: Tom-Jerry
Fassword: SEEEEAEEEEES
Domain Mame Info: tom-jerny.imwork.net
Status: autherized
WANL DDONS: Enable ® Disable
014 Cancel

Description of some parameters in the page:

Parameter Description

DDNS Enable/Disable the DDNS function. The default is Disable.

Service provider who provides DDNS. This router supports 3322.org, 88ip.cn,
DDNS Provider
oray.com, and gnway.com.

Valid for oray.com only. Click this link to learn about more information about

Provider link

Oray DDNS.

Username to log in to DDNS service, i.e. login user name registered on the
Username

DDNS Provider website.

Password to log in to DDNS, i.e. password registered on the DDNS Provider
Password

website.

Domain name information obtained from the DDNS server. When setting
Domain  Name
inf DDNS providers except oray.com, you need to manually enter a domain name
nfo

registered on their websites.

Status Operating status of DDNS service.
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Example of DDNS

B Example: An enterprise uses a G3 enterprise router to establish a network. The WAN IP address of the router
is dynamically changed. A business trip employee needs to access his own resources on the company
computer. This can be achieved through the DDNS function. Establish an FTP server on the company

computer. Store resources to be accessed on the server. Set the DDNS and port forwarding function on the

router.

The reference topological graph is as follows:

PC

Configuration steps:

Step 1: Register a domain name.
o Enter the DDNS configuration page, enable DDNS, select a DDNS provider such as oray.com, and click Go to

register.
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DDNS
WANO DDNS:  ® Enable © Disable
DOMNS Provider: Oray.com v {E’)
Pravider link: DONS senvice upgradeDDNS service help
Service Type: General service
Username: admin
Passwaord: seses
Domain Name Info:
Status: unautherized
WAN1 DDNE: Enable @ Disable

10].4 Cancel

e Register a domain name by referring to prompt messages in the website.

Assume that registered basic information is as follows:

Item Particular Content
Provider oray.com
Username Tom-Jerry
Passwords tomjerry123456

Domain Name tom-jerry.imwork.net

Step 2: Set a DDNS rule.

Reenter the DDNS configuration page and perform actions by referring to the following contents.
DDNS: Click Enable.

DDNS Provider: Select a corresponding provider (in this example, oray.com).

Username/Password: Enter the user name and password registered in the DDNS Provider website.

(> o -

Click OK
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DDNS

WAND

DONS Provider:

Provider link:

Service Type:

Username:

FPassword:

Domain Name Info:

Status:

WAN1

After finishing settings, refresh the page and wait a moment. The connection is successful when "Status" is
displayed as authorized and "Domain Name Info" has obtained a domain name address. All domain names set in
the DDNS Provider website will be displayed in "Domain Name Info" in this page. All of these domain names

DDNS:

DDNS:

® Enable Disable

QOFEy.Ccom ¥ GO toregister

DONS service upgradeDDNS senvice help

General senvce

Tom-Jerry

unautherized

Enable ® Disable

0].4 Cancel

forward the WAN IP address of the router.

DDNS

WAND

DONS Provider:

Prowvider link:

Service Type:

Username:

Passward:

DDNS:

® Enable Disable

QOFEy.Ccom ¥ Go to register

DONS service upgradeDDNS servce help

General sendce

Tom-Jerry

Domain Name Info:

Status:

tom-jerny.Jmwark.net

autherized

WAN1

Step 3: Set the port forwarding function. For detailed configuration steps, refer to Port Forwarding.

DDNS:

Enable ® Disable

0].4 Cancel

-115-



Device Management
Step 4: Remotely access the router.

When external users access Intranet resources, they need only to access ftp://tom-jerry.imwork.net on the
computers connected to the Internet.

=~ = C |3 ftp://ton—jerrv. imwork. net

4.11 USB

USB Sharing: Allow the LAN to share device resources stored on the router USB port.

USB Print Sharing: Allow the LAN to share printing service.

4.11.1 USB Sharing

Overview

This device can automatically identify a USB storage device plugged into its USB port, and displays information
about the total and available disk space of this USB storage device in the configuration page. LAN users can access
information in the USB storage device.

Click [USB Sharing] to go to the configuration page.

Network USB Sharing ?

Filter Management . .
Basic Settings Mo LUSB storage device has been found. Verify that a USB storage device has been properly

Bandwidth Control connected!

VPN

Account Settings User Name Password Permission

Security

admin =~ esees Read & Wirite

AC Management

Captive Portal guest 1 eseas Read Cnly

PPPoE Authentication

Wirtual Senver QK Cancel

mm % P B e I A @

USB

=

LISE Sharing

USB Print Sharing

&

Maintenance

M- System
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When a U-disk is plugged into the router, the router can automatically identify U-disk information, as shown in

the figure below.
USB Sharing

Basic Settings

Access Locally:

Allowed to Access From the Internet:

Account Settings User Name

admin

quest

oK

sda;

10% Eject

fipe/f192.166.0.452421 or %W192.168.0.252

Enable @ Disable
Password Permission
veven Read & Wiite
veven Read COnly
Cancel

After the "Allowed to Access From the Internet" function is enabled, the page is shown in the figure below:

USB Sharing

Basic Settings scla:

Access Locally:

Allowed to Access From the Internet;

0% Eject

192166045221 or WW192.168.0.252

® Enable Disable

{ Access From the Internet:

Hpf192.166.3.146:21 ]

Account Settings User Name

admin

guest

Password Permission
cerre Read & Write
venee Read Only

Cancel
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Parameter description in the page:

Parameter

sdal

Eject

Access Locally

Basic Settings

Allowed to
Access From the

Internet

Access From the

Internet

Username and

Password

Account

Settings

Permission

Description

Displays a utilization rate of the USB storage device on the router.

To avoid data loss of the USB storage device, click this button and remove

this device.

Address where clients under the router access resources of the USB

storage device. The default parameters are s follows:
¢ ftp:\\192.168.0.252:21: Directly click this link to access.

* \\192.168.0.252: Copy this website to the "Start">"Run" menu of

the computer before any access.

Enable/Disable Internet users to access resources in the USB storage

device. The default is Disable.

Internet users can access resources in the USB storage device through

this address.

User name and password to be entered when users access the USB
storage device. A user name and password can be modified according to

actual situations.
* Read & Write: Users can access and modify resources in the USB
storage device.

* Read Only: Users can access only resources in theUSB storage

device.

Example that the Intranet accesses resources in the USB device on the router

B Example: An enterprise uses a G3 enterprise router to establish a network. One mobile storage device as a

server is connected to the USB port of the router. When searching data, employees can log in to this server to

download data. Assume that the network administrator informs employees of the following information

about access to the server:

e Address used when employees access the server: \\192.168.0.252.

e Address used when business trip employees access the server: ftp://172.16.200.53:21

*  Both the user name and password are guest.

User Access Steps (Take Windows 7 as an example):

-118 -



Device Management

o Type the address ftp://xxx.xxx.xxx.xxx:xx (ftp://192.168.0.1 here) in the address bar of a web browser. Tap
Enter on the keyboard.

= = C | [} fp://192.168.0.252:2|

9 Type the User name and the Password to access the USB device and click Log In.

Authentication Required s

The server ftp://192.168.0.252:21 requires a username
and password.

User Name: l

Password:

Log In Cancel ‘

9 Then you can share the files on the USB storage drive.

[ Index of /
€ - C [3ftp://192.168.0.252 QY=
i Apps »
Index of /
Name Size Date Modified

.1 sda/ 01/01/1970 00:00:00
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Example that the Internet accesses resources in the USB device on the router

B Example: An enterprise uses a G3 enterprise router to establish a network. One mobile storage device as a
server is connected to the USB port of the router. Business trip employees need to log in to this server to
search data. This can be achieved by enabling the "Allowed to Access From the Internet" function of USB
Sharing. Assume that the network administrator informs employees of the following information about

access to the server:
*  Address used when employees access the server: \\192.168.0.252.
e Address used when business trip employees access the server: ftp://172.16.200.53:21

e Both the user name and password are guest.
User Access Steps (Take Windows 7 as an example):

€D Type the address ftp://XXX.XXX.XXX.XXXXX (XXX.XXX.XXX.xxX MUST be public IP address, ftp://14.153.220.141:21
here) in the address bar of a web browser on a computer from the Internet. Tap Enter on the keyboard.

X [ fip://14.153.220.141:21]

e Type the default User name (Guest account) and the Password you just specified and click Log In.

Authentication Required X

The server ftp://14.153.220.141:21requires a username
and password.

User Name: |

Password:

Log In Cancel
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€ Then you can share the files on the USB storage drive.

[ Index of /

= = C |[} ftp://14.163.220.141 F =
i*° Apps »

Index of /

Name Size Date Modified
Ll sda/ 01/01/1970 00:00:00

4.11.2 USB Print Sharing

Overview

This router supports the USB printing service and allows computers in the LAN to share a USB printer connected
to the device USB port.

Click [Virtual Server]>[USB Print Sharing] to go to the configuration page. The print sharing function is disabled
by default.

Network USB Print Sharing 2

Flléer Memegmant USB PrintSharing: O Enable ® Disable

Bandwidth Control

VPN CK Cancel
Security

AC Management

Captive Portal

PPPoE Authentication

Virtual Senver

E o B T B O E N &

UsB

USE Sharing

USE Print Sharing

&

Maintenance

M- System
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The reference topological graph is as follows:

Printer

Switch

o

R -
PC PC

Operating steps for USB printing (Take HP LaserJet 1020 as an example)
Step 1: Connect the USB printer to the USB port of the router.

Step 2: Enable the USB printing function ofthe router.

USB Print Sharing 2

LUSB Print Sharing: ® Enable ) Disable

(0.4 Cancel
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Step 3: Install the Tenda printer controller on the LAN computer (Take Windows 7 as an example).

o Download and decompress the printer controller at tenda website (http://www.tendacn.com) .

e Double-click the installation programg setup |

€) select English and click OK.

Choose Setup bnéuage ' ' ‘

@ Select the language for this installation from the choices below.
il

3)

| English {United States)

[ 0K ][ Cancel ]

@) Then the USB Printer Controller will start installing.

Preparing to Install...

Tenda USE Printer Controller Setup is preparing the
InstallShield Wizard, which will guide you through the
proaram setup process. Please wait.

Checking Dperating System Version
T —

Cancel
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e Keep click next until the following page appears, then click Install.

F

1) Tenda USE Printer Control

155,

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield
| [ <Back | sl | [ cCancel |

( Click Finish when the following page appears.

o

1) Tenda USB Printer Cont

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed Tenda USB
Printer Controller . Click Finish to exit the wizard.

Launch Tenda USB Printer Controller
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Wait a moment, and the printer under the router will be automatically identified.

e "

Connect Disconnect

Configure Auto-Connect
Server Printer

@ G3-192.168.0.252
“i s Printer - Hewlett-Packard - HP Laserlet 1020

@) Click the Printer, and then Auto-Connect Printer > Set Auto-Connect Printer.

Disconnect

. = Set Auto-Connect Printer

== Delete Auto-Connect Printer

9 Select your printer and click Apply.

" n
= Tenda USB Printer Controller l=l@| = |
System Tools Help
& N
ﬁ w= Add to Auto-Connect Printer List ® 1.,‘:‘ |2 X
- - -
Configure < Installed Printer List >
Server
Printer Name
T G3-1921| 5] 1) WP Lasedet 1020 (IS
& P | [0 5 Fox
f——— 4oy ] [ Concel
.
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When the page below appears, it indicates that the USB printer is connected to the Router successfully.

Tenda USB Printer Controlle s o S |
System Tools Help

& B 2 A w2 >

Auto-Connect Disconsact Network
Printer Scanner
@ G3-192.168.0.252
4 Printer - Hewlett-Packard - HP LaserJet 1020 [ Manually Connected by WIN7XG4EN | | EENEReRTEeEs NiE

Then you can print the files!

After installation is successful, the shortcut of the printer will be generated on the desktop of the computer. =

_ Tip

* The USB Printer Controller is compatible with most printers on the market, but if your printer
cannot be detected by the USB Printer Controller, you can contact our technical support for
help.

*  When you select Auto-Connect Printer, the USB printer can be used by several computers
simultaneously. but when Connect is selected, the USB printer can only be used by a
computer at one time.

Step 4: Install a printer driver on the LAN computer.

After installation is successful, the printer will print a test page.

_ Tip
If there is no printer driver, you can let the computer perform automatic detection and download and install a

printer driver from the Internet.
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4.12 Maintenance

Maintenance includes the following contents:

Username & Password: Modify a user name and password to log in to the router.

Reboot: Reboot the router when any set parameters cannot be valid or the router cannot operate normally.
Back & Restore: Back up or restore router configuration information.

Firmware Upgrade: Enable the router to obtain more stable performance and new value-added functions.

Reset to Factory Defaults: Reset the device to factory defaults during abnormal operation of the router or in case

of emergency.
Time & Date: Set time & date of the router.

Remote WEB Management: Set Internet users' authority of access to the Internet.

4.12.1 Username & Password

Overview

Click [Maintenance] to go to the Username & Password page. You can modify a user name and password in the
router login management page. This router supports "admin" and "guest" login.

@ Network Username & Password ?
Sy Fllter Management Type Username etion

A4 Bandwidth Control admin 2dmin V4

EJ PN quest guest 4

) Securlty

| AC Management

5 Captive Portal

&% PPPoE Authentication
B virtual Server

@ use

¥, Maintenance

Usernarme & Passwor

Reboot

Backup & Restore
Firrmweare Upgrade

Reset to Factory Defaults
Time & Date

Rernote WEE Management

M System
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Parameter description in the page:

Parameter Description

admin: Router configurations can be viewed and modified.

Type e guest: Router configuration information can be viewed only and the router
cannot be set.

Username User name of a corresponding account.

Action Click -,

to modify a user name and password of a corresponding account.

Configuration steps for modifying a login user name and password

o Click , after a corresponding account.

Username & Password

Type Username Action
admin admin %
guest quest /

e In the dialog box that appears, enter the current login password, set a new login user name and password,
and click OK.

admin
Old Username: admin
Old Password: admin
New llsername: 123
Mew Password: 123
Confirm the password: 123
QK Cancel
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The page will go to the login page. At this point, enter the set user name and password and click Login to the
management page of the router.

Tenda

Forgot your password?s

4.12.2 Reboot

Overview

Reboot the router when a set parameter cannot be valid or the router cannot operate normally. This router
supports "Manual Reboot" and "Reboot Scheduling". Click [Maintenance]>[Reboot] to go to the configuration
page.

Network Reboot 7

Filter Management

Bandwidth Contral
andwt ontre It takes 1 minute to reboot. And rebooting device may disconnect all the connections.

VPN
Security Reboot Scheduling: ) Enable @ Disable

AC Management

CK Cancel

1

T B & I ke @

Captive Portal
PPPoE Authentication

Virtual Senver

m m %

usB

&

Maintenance
Username & Password
Backup & Restore
Firrmware Upgrade

Reset to Factory Defaults
Time & Date

Remote WEB Managerment

A~ System
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Steps for setting manual reboot

After going to the configuration page, click Reboot, perform operations according to prompts in the page, and
wait for the router to be rebooted.

Steps for setting reboot scheduling

Reboot Scheduling: Click Enable.
Reboot Time: Click the dropdown list and select automatic reboot time of the router such as 23:30.

Recurrence: Set an automatic reboot date of the router such as everyday.

Click OK.

0000

Reboot Scheduling: * Enable Disable

Reboot Time: 23 ¥ h 30 T min

Recurrence: * Everyday LSpecified

LMon, FTue, #AWWed, #Thu., #¥Fri. #Sat. #Sun.

—y

0] 4 Cancel

After the settings of the above-mentioned rule are finished, the router will be automatically rebooted at 23:30
every day.

4.12.3 Backup & Restore

Overview

The existing configuration information of the router can be backed up to prevent loss of configuration
information when the router is reset to factory defaults after it fails. The system will export a configuration file
after backup. If the device is reset to factory defaults, the previous configurations can be restored by importing
the configuration file.

*  Backup: Back up the existing configuration information of the router.

*  Restore: Restore previous configurations by importing a backup file of the router.

Click [Maintenance] > [Backup & Restore] to go to the configuration page.
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Netwaork Backup & Restore

Fllter Management Backup Config:

Bandwidth Control
Config file: Browse...

VPN
Securlty

AC Management

F 2 @ B A &

Captive Portal
PPPoE Authentication

Virtual Server

®m jm

USB

&

Malntenance

Username & Password

Reboot

Backup & Restore

Firrmweare Upgrade
Reset to Factory Defaults
Tirme & Date

Rermote WEE Management

A System

Steps for setting backup

0 Click Backup.

9 Select a storage path for a backup file by referring to the prompts on the computer..

Steps for setting restoration

o Click Browse... , select and load a router backup file.

Q Click Restore and until the progress bar is over.
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4.12.4 Firmware Upgrade

Overview
This router supports Local and Online. The default is Online, i.e. the system automatically detects whether there is
a new upgrade program, and displays any detected information about firmware upgrade.

Firmware upgrade allows you to obtain more stable firmware versions or newly added functions and to upgrade
router firmware. Click [Maintenance] > [Firmware Upgrade] to go to the configuration page.

@ Network Firmware Upgrade 2
4 Filter Management Current Firmware Version:  V15.01.04(2832_754)

7 B Gt Upgrade Type: 0 Local @ Online

= Failed to connect to senverl

@ Security Cannot get version info.

& AC Management

B Captive Portal

&% PPPoE Authentication
B virtual Server

@ uss

#, Maintenance
Username & Pazsword
Reboot

Backup & Restore

Firrware Upgrade

Reset to Factory Defaults
Tirme & Date

Rernote WER Management

M System

Steps for local upgrade

A Note

*  Before upgrade, check the correctness of the software. Incorrect upgrade will damage the router.

* [|tisrecommended to connect a computer to the router with a network cable and ensure normal power

supply in the upgrade process.

¢ After the upgrade of the router is finished, reset the router to factory defaults and reset Internet access
parameters to experience the stability and value-added functions of the higher version of the firmware

better.
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o Log in to Tenda website at http://www.tendacn.com, download and store the latest upgrade firmware of the

router in a corresponding directory of the computer.

e Click Browse... , find and load the upgrade firmware in the corresponding directory.

Firmware Upgrade

Current Firmware Yersion: V15.01.04(2832_754)

Upgrade Type: * Local Online

Latest Wersion: Browse... Millslelsls

e Click Upgrade.

Firmware Upgrade

Current Firmwvare Version: V15.01.04(2832_754)

Upgrade Type: ® Laocal COnline

Latest Version:  US_G3W3.0br Browse...w

A progress bar will appear. Wait until the progress bar is over.

After the the progress bar is over, the page will go to the login page. At this point, go to the system management
page to reset the router to factory defaults and reset Internet access parameters.

4.12.5 Reset to Factory Defaults

Overview

You can reset the router to factory defaults when you cannot access the Internet, but fail to identify problems or
when you need to log in to the management page of the router, but forget a login password.

The router supports "Reset Firmware to Factory Defaults" and "Reset Hardware to Factory Defaults" methods.
The default login IP address of the router is 192.168.0.252.

A Note

*  Reset to factory defaults means that all settings of the router will be lost and that the router must be reset

before accessing the Internet.

*  Ensure that the power supply of the router is normal in the process of reset to factory defaults.
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Reset to factory defaults from the web management page

Click [Maintenance] > [Reset to Factory Defaults] to go to the configuration page.

Click Reset to Factory Defaults to restore the router to factory state.

e

Network

Filter Management
Bandwidth Control
WEN

Security

AC Management
Captive Portal

PPPcE Authentication
Virtual Server

1JsB

Maintenance
Username & Password
Reboot

Backup & Restore

Firrnware Upgrade

Reset to Factory Defaults

Tirme & Date

Rernote WEE Management

System

Reset to Factory Defaults ?

Resetting device may clear all settings and restore the device to factory defaults.

Reset to factory defaults using the RESET button

In power-on state, press and hold the RESET button on the front panel with a spike for 8s and release it. Wait

approximately 45s.
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4.12.6 Time & Date

Overview

This section describes how to set time & date of the router. Functions such as filter management of the router
may involve time settings. Therefore, time & date of the router must be correct to ensure that the rule is valid.

Click [Maintenance] > [Time & Date] to go to the configuration page.

This router supports Sync with the Internet and Custom setting methods.

& Network Time & Date 2
4 FllterManagement Time & Date: @ Syncwith the Internet

A2 Bandwidth Control © Custom

5 PN Syne Interval: 0.5h v

¢ Security Time Zone: (GMT + 08: 00) Beijing, Chongaing, Hong Kong, Urumgl v

& AC Management

L&) Captive Portal oK Cancel

% PPPOE Authentication
B virtual Senver

8 use

#, Maintenance
Username & Password
Reboot
Eackup & Restore
Firrnware Upgrade

Reset to Factory Defaults

Time & Date

Remote WEE Management

M System

_ Tip

e The default method for obtaining time & date of the router is Sync with the Internet. After router
networking is successful, the router will automatically synchronize time for a time zone according to a time
calibration cycle.

¢ After the router is shut down, time information will disappear. After the router is turned on and connected
to the Internet next time, the router will automatically obtain time for a time zone so that all settings about
time become valid.
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Steps for manually setting time & date

o Time & Date: Click Custom
e Time & Date: Click Sync with the local PC.
€ Click OK.

Time & Date

Time & Date: Syncwith the Interneat

® Custom

Time & Date: 20 Y 07 M 18 D18 h 26 min 20 s

Syncwith the local PC

0.4 Cancel

4.12.7 Remote WEB Management

Overview
In general, only the clients connected to the router with a network cable can log in to the web management page

of the device. If necessary, you can remotely access the WEB Ul of the device via the WAN interface. Click

[ Maintenance] > [Remote WEB Management] to go to the configuration page.
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Network Remote WEB Management ?

Al e Reg R Remote WEB Management: ) Enable ® Disable

Bandwidth Control
VPN CK Cancel
Security

AC Management

T & & B & & @&

Captive Portal
PPPoE Authentication

Virtual Server

B jm B

UsB

&

Maintenance
Username & Password
Reboot

Backup & Restore
Firrnveare Upgrade

Reset to Factory Defaults

Tirne & Date

Rernote WER Management

M System

After a rule is enabled, the page is shown in the figure below.

Remote WEB Management ?

Remote WEB Management: ® Enable © Disable

WAN: = WAND O WAN1L

Allowed Internet User(s): Anyone v
Fort: 8068
QK Cancel

Parameter description in the page:

Parameter Description
Remote WEB
Enable/Disable the remote web management function. The default is Disable.
Management
WAN Router WAN port, i.e. WAN port used to remotely access the router.
Allowed
Authority to remotely access the router.
Internet
User(s) o Anyone: All computers on the Internet can log in to the router web page. It
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is not recommended to select this item for network security.
. Someone: Only the computers with specified IP addresses can log in to the

router web page.

Port number used during remote management on the device. The default is
8088 and can be modified as needed.

Port Number _ Tip
Ports1-1,024 have been occupied by known services. To avoid port conflict, it is

strongly recommended to modify these ports to Ports 1,025-65,535.

Example of WEB management

B Example: An enterprise uses a G3 enterprise router to establish a network. The IP address of the router
WANO is 202.105.106.55. The network administrator on business trip may need to maintain the network and
must remotely log in to the router management page. This can be achieved through remote WEB

management.

-138-



Device Management

The reference topological graph is as follows:

y = I’_

R
PC

= a[a|a|a]&

B [ i

LANIP:192.168.0.252 ‘W [T &=

IP:192.168.0.100

Switch

AN [
PC PC

Configuration steps:
Step 1: Enable the remote WEB management.
€) Remote WEB Management: Click Enable.
e WAN: Select an enabled WAN for remote management (In this example, WANO).
€ Click OK.
Remote WEB Management

Remote WEB Management: ® Enable O Disable

WAN: = WAND O WANL

Allowed Internet User(s): Anyone v
Fart: 8068
OK Cancel

Step 2: Remotely access the router.

Log in to and manage the router by accessing http://202.105.106.55:8088 on the browser of the remote
computer (that has been connected to the Internet and has obtained a Public network IP address).
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4.13 System status

System includes the following contents:

System Info: View basic information about the router.

Live Users: Display a list of users connected to the router.

Traffic Statistics: View traffic statistics information of the current client of the router.
Defense Logs: View attacks on the LAN.

Syslogs: View log information of the router.

4.13.1 System Info

Click [System] to go to the System Info page. You can view information about the ports, system, LAN port, and
WAN port of the router. Drag the scroll bar to view more information.

@ Network System Info ?
5 Filter Management Port Overew
A2 Bandwidth Control ‘!I @ @ @ ‘!I
LAND LANL LANZ WANL WAND
E VPN
%) Security
System Info Device Mame: Ml ti-WAN VPN router
& AC Management

Time & Date: 2016-07-19 16:28:32

5 Captive Portal
Uptime: 5h47minl3s
% PPPoE Authentication
Firmware Version: Y15.01.04¢2832 754)
B wirtual Server
CPU Usage: 2%
& uss
Storage Usage: 1485
%, Maintenance 9 g
M System
LAN LAN MAC Address:  CB3AS0TADS0
Live Users LAN IP: 192.168.0.252
Traffic Statfstics
Defensze Logs
WAN WAND:  Plugged WANL:  Unplugged
Syslogs
Connection Type: Dynamic IP Connection Type: Cynamic [P
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Parameter description in the page:

Parameter Description
Port . . .
Overview View the connection status and role (WAN or LAN port) of the RJ45 ports of the device.
Basic information about the router, including device name, time & date, uptime, firmware
System Info
version, etc.
LAN Information about the LAN port MAC address and login IP address.
WA Internet access information of the router WAN port, including connection type, IP address
N

information, connection status, etc.

4.13.2 Live Users

Click [System]>[Live Users] to go to the configuration page. You can view the quantity of DHCP user, VPN user,

PPPoE user, captive portal, and IPSec connected to the router.

Network

Filter Management
Bandwidth Control
WEN

Securlty

AC Management

T 2 e Il XA e &

Captive Portal

)

PPPoE Authentication

Virtual Senver

USB

Maintenance

+ & ®m o

Systemn

Systemn Info

Live Users

Traffic Statistics
Defense Logs

Syslogs

Live Users

DHCP User

Item

1

1

IP Address

192.168.0.159

VPN User
0

MAC Address

CB:3A35D575:A0

PPPoE User

0

Captive Portal

Uptime

0d5h3min5es

IPSec
0

Remaining

29min

-141-




Device Management

Parameter description in the page:
Parameter Description
DHCP User Quantity of clients that obtain IP addresses from the DHCP server of the router.

VPN U Display the quantity of VPN clients connected to the VPN server of the router
ser
after the VPN server function is enabled.

Display the quantity of clients that perform PPPoE authentication after PPPoE
PPPoE User o
authentication is enabled.

) Display the current quantity of clients that perform captive portal after captive
Captive Portal .
portal is enabled.

PS Display the quantity of IPSec tunnels that have been successfully set after IPSec
ec
is enabled.

4.13.3 Traffic Statistics

Click T[System] > [Traffic Statistics] to go to the configuration page. You can view current traffic statistics
information of router clients.

Network Traffic Statistics #

Filter Management

Bandwidth Control

]

&L

oA

= veN
] Securlty

& AC Management
B3 Captive Portal

B PPPoE Authentication

B virtual Server
—Upstreami{Mb/s) Downstreami{Mb/s) ® Al O OWAND O WANL
& UsB Item IP Address Session Upstream Speed Downstream Speed
%, Maintenance 1 192.168.0.159 29 0KB/s OKB/s
A System 2 192.168.0.205 1 0KB /5 OKB/s
Swstern Info

Live Users

Traffic Statistics

Defense Logs

Swslogs
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4.13.4 Defense Logs

Click [System] > [Defense Logs] to go to the configuration page. You can view router defense

log information.

@ Network Defense Logs ?
S Filter Management . )
Item Time Type Attack Times Attacker IP Attacker MAC
A Bandwidth Control N ]
& vPN
¢ Security
| AC Management
5 Captive Portal
Y PPPoE Authentication
B virtual Server
@ uss
B, Maintenance
M System
Systern Info
Live LIsers
Traffic Statistics
Defense Logs
Syslogs
When the router is attacked, you can view relevant information, as shown in the figure below:
Defense Logs 7
Attack Defensze Statistics
« 192.168.0.200: {1.9%)
« 192.168.0.22: (1.7%)
« 192.168.0.120: {1.5%)
« Others: (0.1%)
Item Time Type Attack Times Attacker IP Attacker MAC
1 2016-7-19 16:57:52 ARP 370 192.168.0.252 CB3AEN03:11EB
2 2016-7-19 16:58:11 ARP 467 1592.168.0.111 CB3A303:124D
3 2016-7-19 16:57:2 udp 15 192.168.0.22 CB3A3E D57 AL
4 2016-7-19 16:57:25 syn 13 192.168.0.120 CB3ABZND5:T AR
3 2016-7-19 16:57:1 udp 1 192.168.0.158 CB3A3XD5:T7 AR
3 2016-7-18 16:56:37 fcmp 13 182.168.0.200 CB3A3ND5:75:A0
7 2016-7-18 16:55:28 fcmp 1 182.168.0.200 CB83A35D5:70:8F
] 2016-7-19 18:35:29 fcmp 1 182.16E.0.200 CE3ARNDTRED
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4.13.5 Syslogs

Click [System]>[Syslogs] to go to the configuration page. You can view router log information. When the router

fails, you can view log information for troubleshooting.

F B S B & e B

s » wm m B

Network

Filter Management
Bandwidth Control
VPN

Security

AC Management
Captive Portal
PPPoE Authentication
Virtual Server

1UsB

Maintenance

System
System Info
Live Users

Traffic Statistics

Defense Logs

Syslogs

Item

1

10

Period

2016-07-19 16:28:08

2016-07-19 16:28:08

2016-07-19 16:25:01

2016-07-19 16:19:32

2016-07-19 16:15:34

2016-07-19 16:15:34

2016-07-19 1&:12:12

2016-07-19 18:09:536

2016-07-19 16:08:29

2016-07-19 10:09:29

Type
wian(
wian
system
systerm
wan(
wian
system
system
systerm

system

Description

Dhep_ack Received From (182.168.3.1)

Sending Dhep_request for 192.168.3.146 to 192.168.3.1
Sync time successl

192.168.0.159 lagin

Dhcp_ack Received From {182.168.3.1)

Sending Dhep_request for 192.168.3.146 to 192.168.3.1
FTP:Start.

oray register success.

oray send Auth success.

connect to oray host success.,

<Pz z )+ 56 -5+
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Appendix

1 Configure your computer

Refer to corresponding settings according to a computer operating system: Windows 8, Windows 7, and Windows

XP.

Windows 8

o Right click the icon on the bottom right corner of your desktop. Click Open Network and Sharing Center.

Troubleshoot problems

Open Metwork and Sharing Center

221 PM
1/34/2016

e Click Ethernet, click Properties.

oy Network and Sharing Center - O
+ ;‘: <« Metwork and Internet » Network and Sharing Center v & Search Control Panel 2

onnections

Control Panel Home

Change adapter settings General
Change advanced sharing oe Mo Internet access
settings Connection bns:| 0 Ethernet

IPv4 Connectivity: Mo Internet access

IPvE Connectivity: Mo Internet access

Media State: Enabled

Duration: 00:14:16

Speed: 1.0 Gbps p a router or access point.

ooting information.
|
Sent — &p ——  Received
Bytes: 2,404 | 18,772
| '@'Properties | | '@'Disable | | Diagnose |

See also
HomeGroup
Internet Options

Windows Firewall
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9 Find and double click Internet Protocol Version 4(TCP/IPv4).

Metworking

Connect using:
E Irtel({R) 825741 Gigabit Metwork Connection

This connection uses the following items:

Q File and Prirter Sharing for Microsoft Networks -
[ - Microsoft Network Adapter Muttiplexor Protocol

<& Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper 170 Driver

& Link-Layer Topology Discovery Responder

& Intemet Protocol Version 6 (TCP/IPvE)

Imtemet Protocol Version 4 (TCP/1Pv4) W
< >
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks .

OK || Cancel

0 Select Obtain an IP address automatically and Obtain DNS server address automatically and click OK. Click OK
again on the Ethernet Properties window.

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
(") Use the following IP address:

IP address: |

Subriet mask: |

Default gateway; |

(®) Obtain ONS server address automatically
(1 Use the following DNS server addresses:

Preferred DMS server: |

Alternate DMS server: |

[ ] validate settings upon exit
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Windows 7

i
o Click the icon i on the bottom right corner of your desktop. Click Open Network and Sharing Center.

Currently connected to:

Unidentified network
Mo Internet access

Open Metwork and Sharing Center

[l Local Area Connection Status ! J @l &

t up connections
General

Control Panel Home

Change adapter seth 1 ‘%u See full map
Change advanced shi Connection
: - Internet
settings IPw4 Connectivity: Mo Internet access
IPw6 Connectivity: Mo Internet access i
) Connect or disconnect
Media State: Enabled
BTEIIE EEE | Bs type: No Internet access
Speed: 1.0 Gbps

\lections: [ lLocal Area Connection

m

Activity
- or VPN connection; or set up a
Sent — k! ——  Received
4
Bytes: 758,618 | 8,236,680
lFup, or VPN network connection.
@Properties '[ '@'Disable ] [ Diagnose ]
See also .
|\ Work computers, or change sharing
HomeGroup
.
Internet Options
L C—

4 m
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e Double click Internet Protocol Version 4 (TCP/IPv4).

ﬁ Local Area Cennection Properties i I_E

o 1]
Metworking
Connect using:
| ¥ Intel(R) PRO/1000 MT Network Connection |
This connection uses the following items:
"™ Cliert for Microsoft Networks
81 205 Packet Scheduler !
.@ File and Prirter Sharing for Microsoft Networks i
i |mtemet Protocol Version & (TCP/IPvE)
I8 Intemet Protocol Version 4 (TCP/IPvd)
i Link-Layer Topology Discoveny Mapper 140 Driver
i link-Layer Topology Discoverny Responder
| |
]
Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.
|
oK || Ccancel

o Select Obtain an IP address automatically and Obtain DNS server address automatically and click OK. Click OK
on the Local Area Connection Properties window.

Internet Protocol Version 4 I,'I:CPM] Properties M

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

[ (@ Obtain an IP address automatically
(") Use the following IP address:

(@) Obtain DNS server address automatically
() Use the following DNS server addresses:
Preferred DS server

Alternate DNS server

Validate settings upon exit
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Windows XP

@ Right click My Network Places on your desktop and select Properties. Right click Local Area
Connection and select Properties.

ml

et Disable
”'_;\:l;:" Status
Open Repair
Explore T
Search for Computers. ., Bridge Connections
Map Network Drive...
Create Sharkouk
Disconnect Netwaork Drive, ..
Delete
Create Shorteut REnanme
Dedete
Rabess Fropertie:
Properties

@ Scroll down to find and double click Internet Protocol (TCP/IP). Select Obtain an IP address
automatically and Obtain DNS server address automatically and click OK.

-k Local Area Connection Properties —_ Internet Protocol (1CP/IP) Properties
"Genera | Advanced| Geneeal | Aemate Corfiguration
Cornec! usng Yo can get P sallings assigned automatically if pour netweek. suppots
this capabdity. Othervise, you need to ask your netwark admiistrator for
| B8 Marvell Yukon 88ES057 POIE Gigabi \ the appropriate IP seftings.
|
Thiz conneciion usss the folowing kems: &) Obtan &n 1P addiess sutomatically
¥ 18] Client for Mictosolt Networks O Use the folowing IP addiess:
V! B File and Printer Shaiing for Miciosoft Networks ‘
V! B 005 Packet Scheduler

bovist | (P

Description () Obtan DNS server addiess sutomalicaly

Tranzmizzion Control Protocol/intemet Protecol The defauk () Use the folowing DNS server addresses
wide aea network protocol that provides communication .
across dverse nterconnected networks. I ad UN - | ]

ntermet Protocol [TCPAP)

[
| |
|

Show icon in notification area when cornecled v . | |
Naotify me when this connection has imited o no connectivity

Advanced ..

oK Hme']> [ ok ]| canca |

9 Click OK on the Local Area Connection Properties window (see @ for the screenshot).
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2 Product Specification

Item Specification
Device capacity 200

Memory 512MB
FLASH 128MB
Maximum

concurrent 60000

connections

Five 10/100/1000 Mbps self-adaption RJ45 ports of which two are WAN ports and three
Network port
are LAN ports by default

Other ports 1 USB3.0 interface

g One PWR indicator, one SYS indicator, one USB indicator. every RJ45 port provided with
Indicators
one Link indicator and one Act indicator.

Button One RESET button

Operating | Storage . . .
0C t040C |-40C to70C
temperature

Operating | Storage
humid 10% to 90% RH (Non-condensing) | 5% to 90% RH (Non-condensing)
umidity

Power input 100-240V AC, 50/60Hz

Power consumption < 12W

Dimensions 294mm*178mm*44mm
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3 FAQs

Question 1: What to do in case of failure to go to the router management page after entering 192.168.0.252?

Answer: Please check the following aspects:
. Ensure that the network cable is correctly connected and is not loose.
e  Confirm that the computer IP address is 192.168.0.X (X is 2-254 except 252).
. Clear the browser cache or use other browsers to try.
. Close the firewall or use other computers to try.
e  Confirm that no other devices in the LAN have an IP address of 192.168.0.252.
o If login still fails after the above-mentioned operations, reset the device to factory defaults and log in

again.

Question 2: How to select a connection method?

Answer:

Connection Typical Broadband
Applicable Internet Access Characteristics
Type Service Method

Telephone wire/Network 1. There is a username and password

ADSL
cable 2. Click broadband connection (<) to dial up
1. Connect a cable from the last router to access the Internet
Dynamic ]
P Wired TV/Network cable 5 ysers who access the Internet by connecting a wired TV ( The Pearl
River Broadband, Wired Communication, and Topway)
Network cable/Optical There is a fixed IP address, subnet mask, default gateway, and DNS
Static IP
fiber server

Question 3: How to reset the router to factory defaults in case of failure to log in to the router management
page?

Answer:

Press and hold the RESET button of the router with a spike for 8s and release it. Wait approximately 1 minute.
Reset parameters after the device are reset to factory defaults. The default login address of the router is
192.168.0.252. Log in again.

Question 4: How to do if a prompt message of "IP address conflicts with other systems in the network" appears
on the computer after the computer is connected to the router?

Answer:

Ensure that there are no other DHCP servers or that other DHCP servers have been shut down.
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Ensure that no computers in the LAN occupy the LAN IP address of the router. LAN IP is 192.168.0.252 by

default.

Ensure that no IP address statically set for a computer in the LAN is used by other computers.

For more questions, visit http://www.tendacn.com.

4 Safety and emission statement

Ce

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference, in which case the

user may be required to take adequate measures.

For Pluggable Equipment, the socket-outlet shall be installed near the equipment and shall be easily accessible.
WARNING: The mains plug is used as disconnect device, the disconnect device shall remain readily operable.
The Product is designed for IT Power Distribution System.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment. (2) To avoid unnecessary radiation interference, it is recommended to use a
shielded RJ45 cable.

This product bears the selective sorting symbol for Waste electrical and electronic equipment (WEEE). This means that this
product must be handled pursuant to European directive 2012/19/EU in order to be recycled or dismantled to minimize its

impact on the environment.

User has the choice to give his product to a competent recycling organization or to the retailer when he buys an new

electrical or electronic equipment.
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FS

FCC Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential area is likely to cause
harmful interference in which case the user will be required to correct the interference at his own expense.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

Caution!

Any changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate the equipment.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment. (2) To avoid unnecessary radiation interference, it is recommended to use a
shielded RJ45 cable.
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